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ABSTRACT

We presentan approachto somesecurityproblemsin multi-agent
systemsbasedon distributed trust and the delegation of permis-
sions,and credibility. We assumean openervironmentin which
agentsmustinteractwith otheragentswith which they arenot fa-
miliar. In particular anagentwill receve requestandassertions
from otheragentsandmustdecidehow to acton therequestand
assesghe credibility of the assertions.In a closedervironment,
agentshave well known and familiar transactionpartnerswhose
rights and credibility are known. The problemthus reducesto
authentication- the reliableidentificationof agents'true identity.
In an openenvironment, however, agentsmust transactbusiness
evenwhenknowing thetrueidentitiesis un-informatve. Decisions
aboutwho to believe andwho to sene mustbebasedn anagents
properties.Thesepropertiesare establishedy proving themfrom
an agents credentials delegation assertionsand the appropriate
securitypolicy. We begin by describingour approachandthe con-
ceptson whichiit is built. Thenwe presenta designthat provides
security functions (authorizationand credibility assessmenijp a
typical agentframevork (FIPA) anddescribenitial work in its re-
alizationusingthe semantioveblanguageDAML+OIL.

1. INTRODUCTION

Thoughtherehasbeensomeresearchn trustbasedsecurityfor
multi-agentsystemsgenerallymulti-agentsystemsave alwaysre-
lied on traditional securityschemedike accesscontrol lists, role
basedaccessontrol and public key infrastructure. Thesephysi-
cal methodsusesystem-basedontrolsto verify theidentity of an
agentor processexplicitly enablingor restrictingtheability to use,
changepr view a computeresource However thesemethodgen-
erally requiresomesortof centralrepositoryor controlto provide
authenticatiorandneedto storeaccessontrolinformationfor in-
dividual agentsor groupsof agents We believe thattheseschemes
will not scaleadequatelyor provide the increasedlexibility re-
quiredfor emeging dynamicmulti-agentsystemsghat consistsof
an extremely large numberof agentsthat are spreadover a large
geographiarea[11] like the agentcitieproject. Hencewe argue
thatit nolongermakessenseo divide authorizatiorinto authenti-
cationandaccesgontrol[16, 14].

We proposea securityframewvork for multi-agentsystemsavhich
isbasedndistributedtrustmanagemenDistributedtrustmanage-
mentinvolvesproving thatanagenthasthe ability to accessome
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service/resourcsolelyby verifying thatits credential€omplywith
the securitypolicy of therequesteaervice[16, 2]. Thesecreden-
tials include propertiesof the agent,for example, membershign
certainorganizationsageor hostof the agent,recommendations
anddelegationsby otheragents.The procesof verifying the cre-
dentialsis itself underthe security policy of the verifying agent.
Aspectsof trustmanagemerihcludecreatingsecuritypolicies,as-
sociatingcredentialavith certainabilitiesandreasoningverthese
policiesandcredentialgo decidethe rights of anagent. Our trust
managemensgystemincludesa trust ontology for specifyingenti-
ties or principals,policies, credentialsa mechanisnfor verifying
credentialsand a mechanisnfor checkingif the credentialscon-
form to thepolicy. The policy includesa setof rulesthatassociate
arequiredsetof credentialswith a certainability or right; imply-
ing thatonly agentswith the specifiedcredentialscanpossesshe
ability.

Agentscommunicateheir beliefswith eachotherfor trustman-
agement. Beliefs are exchangedn termsof deleyations,creden-
tials, abilitiesof otheragentsandtrustvalues.An agentwill reason
aboutbeliefs(its own andof otheragentsjandpolicieswhile mak-
ing authorizatiordecisions.

Thisframenork, basednFIPA specification$6], addressesiary
of the securitythreatsgenerallyassociateavith Multi-Agent Sys-
tems(MAS) [20]. The challengesusually associatedvith MAS
arecorruptechaming(AgentManagemen$ystemjandmatchmak-
ing (Directory Facilitator) servicesjnsecurecommunicationjnse-
curedelayations,lack of accountability accesscontrol for foreign
agentsandlack of centralcontrol[20].

2. RELATED WORK

Therehasbeena lot of interestingwork in securityfor multi-
agensystemsandin thissectionwe describesomeresearclprojects
thataremostrelevantto ours.

WongandSycaradescribethe designof asecurityinfrastructure
for multi-agentsystemgq20]. Their work is basedon RETSINA,
a resuablemulti-agentinfrastructure. The authorsdescribeser-
eralthreatsassociateavith multi-agentsystemsawith respecto the
RETSINA framevork; corruptedagentnamingsenersor match-
malers, insecurecommunicationchannels,insecuredelgyations,
andlack of accountability To preventthethreatof corruptedANSs
or matchmakrs, the authorsbelieve it is necessaryto use only
trustedANSsandmatchmakrsthatbehae asthey should,by only
servicingvalid requestsinserting/remuing entriesfrom theirdatabase
in awaythatis consistentvith therequestindgiving responsethat
areconsistentvith their databasesAs away of counteractindack
of accountabilityall agentsshouldbe given proofsof identity that



cannotbeforgedanddeplg/ersof agentsshouldbe maderesponsi-
ble for the actionsof theiragents Communicatiorchannelshould
be madesecureandagentsshouldbe madeto prove thatthey are
delggateeof whomthey claimto be. Certificatesareusedto link

agentsto actionsand deplo/ersto agentsfor accountability The

authorsdescribemechanismgor agentkey certificationandrevo-

cation, in which the deplo/er interactswith the ACA. Thenthey

discussprotocolsfor registration, unregistrationand lookup. To

handleinsecurecommunicationchannelsthe authorsplan to add
SSL (securesoclet layer) underneatttheir agentcommunication
layer

In their paper'Distributed Trustin OpenMulti-Agent Systems’,
the authorsbuild on earlierwork by Herzbeg et al [8] to define
aninfrastructurefor distributedtrustin multi-agentsystemq15].
Following Herzbeg's assumptionsthe authorsthink thatidentity
is not requiredfor trustmanagemengndthatthereis no needfor
a centralizedcertificatemechanisnor trustedthird parties. This
work is basedntheuseof certificates Mostrole basediccesgon-
trol mechanismsnapusers’identitiesto role. However this is not
the approactusedin this work; anagentusesits policy to mapan-
otheragento arole,basednthelatter’scertificate48]. Any agent
canbe a certificateissuer andmay not be globally trusted. An is-
sueris trustedwhenit canprovide sufficient certificatesrom other
issuerdo satisfytherequesteg policy. An agentcouldhave several
certificatescertifying its capabilitiesand its performance. These
certificateswill befrom otheragentghathave usedtheagents ser
vices.However thesecertifying agentsnaynotbeglobally trusted.
If anagentX needdo find aparticularservice it sendsaarequesto
theMatchMalerin asystenlike RETSINA [20]. TheMatchMaler
will returnalist of matchingagentsandtheir certificates.There-
questingagentwill reasoraboutthesecertificatego decidewhich
agentanbetrusted.Thepolicy will definerulesfor decidingtrust
levels basedon the certificates.To solve the problemof authoriz-
ing accessin@gentsgvery agenthasaspart of its architecturean
accesgontrolmechanismThis componenhelpsthe agentdecide
which servicesshouldbe accessibléo a certainagent. The access
control componentusescertificatesto map an accessingagentto
arole, andthenusesrole basedaccessontrolto decideits access
rights.

In his paper Hu explainshow to build up anagentorientedPKI
and demonstratesomedelggation mechanismdor it [9]. In this
agentorientedPKI, therearetwo typesof certificatesjdentity cer
tificatesfor humansandtheir agent,andauthorizationcertificates
for humansandagents Authorizationcertificatesareusedto repre-
sentauthorizationdy entities. Theseincludethe public key for the
grantingentity, thepublic key of theentity receving theauthoriza-
tion, the actualauthorization(accesgight), re-del@ationbit, and
the validationperiod. However, the re-del@ationbit alwayssetto
1, becausehe authordoesnot have ary fail-proof methodof pre-
venting re-del@ation. Thoughthereis a differencebetweentrust
betweerhumansand agentsandbetweenagentsthe authormod-
elsthemin thesameway. Hu alsodescribes typesof delegations;
chain-ruled,threshold,and conditional. In chain-ruledthe access
rights are deleggatedin a cascadingnanner Thresholddelegation
allows an entity to delegateto multiple subjects. Thesesubjects
mustco-operatewith eachotherto performthe delegation. When
the subjecthasto satisfy certainconditionsin oderto usethe del-
egation, it is called conditionaldelegation. As authorizationsan
be re-delgated,they form delegation networks. The verification
proceschecksthatevery entity in the delegationnetwork hasthe
authority to re-delgate, that all the authorizationsare within the
validity period,andthatnoneof therequiredcertificateshave been
revoked. However, thisstudydoesnotincludemechanismgor han-
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dling revocationof certificates.The verificationcaneitherbedone
by a TrustedThird Party or the original issueragent. Usually the
serviceguardianauthorizesotheragentso usethe service,whoin
turn authorizeotheragents.Generallythe original issueragentis
theverifying authorityaswell. Rulesfor verifying anauthorityare
specifiedaspartof the delegationpolicieswithin theoriginalissuer
agentsrule base.If a TrustedThird Party is responsibldor verifi-
cationof authorityvalidity, thenit is alsoresponsibldor all theser
vice accesgontrol. The authorhasincludedseveral performatves
for human/agenidentity certificatemanagemerandhuman/agent
authorizatiorcertificatemanagementiu alsodescribehow these
performatvesareencodedn XML for agentcommunication.
Posladetal. describehesecurityandtrustnotionscurrentlypart
of the FIPA specificationsaand point out someof its strengthsand
weaknessefL7]. The FIPA securityspecificationsvere startedin
1998, but arestill not completeandhave actuallybeenmadeobso-
leteby FIPA. Theauthorsbelieve thatsecurityis domaindependent
andthatit is not possibleto have a generalsecurityarchitecture
whichis suitablefor all applications Theauthorsdescribehetrust
modelsexistingin FIPA. All agentghatwantto useservicesor pro-
vide servicesn a platformmustregisterwith the platform’s Agent
ManagemenBystem(AMS). The AMS is trustedand maintains
the identity of all registeredagents.However asauthenticatioris
notmandatedspoofingis possible AMS is responsibldor thelife
cycle for all agentsin the platform andagentsmustreportall sig-
nificant changedo the AMS andallow the AMS to control their
life cycles.However anagentneednot obey ordersfrom the AMS,
causingthe AMS to take someothercourseof actionlike usingan
external API or de-r@isteringthe agent. Agentsalsoregistertheir
capabilities/servicewith the Directory Facilitator (DF). Thereare
no specificationaboutthis registration,soa maliciousagentcould
causealot of damageby registeringnon-«istentservicesregister
ing wrong servicedescriptionsetc. FIPA doesnot definehow ac-
cessingagentscanspecifytheir preferencesThereexistsatrustre-
lationshipbetweernthe AgentCommunicatiorChannel(ACC) and
registeredagents.The ACC is trustedto transmitthe messagem
atimely fashionandto maintaintheintegrity of themessagesrhe
FIPA securitymodel[7] defineamechanism$or keepingmessages
private,mechanism$o checktheintegrity of messageandauthen-
tication messagesThis model extendsthe functionality of AMS
and DF andintroducesan entity called Agent Platform Security
Manager(APSM),which s responsibléor maintainingsecurityin
theplatform. The AMS usespublic key infrastructuremechanisms
for authenticatingagentswishing to register with it. This raises
issuegelatedto PKI [3]. Theagentglefineadditionalsecuritypa-
rametersas part of their servicedescriptionswhich they register
with the DF. The currentspecificationsalsoinclude somesugges-
tions for secureAgent CommunicatiorLanguagg/ACL) commu-
nications,mainly the envelop construct.Certainkeywordslik e au-
thentication,non-repudiatioretc canbe usedto expressa level of
security Whenanagentrequestaservicejt is theresponsibilityof
the messageransportiayerto encapsulatéhe messagebasedon
theselevels. The semanticof thesekeywordsareprovided by the
platform. The authorsproposecertainrequirementgor addingse-
curity to FIPA systemsincludingauthenticatiorof agentsy mid-
dle agent{ AMS andDF) whenwriting to directoriesaccessedlia
middle agents,useof private channelto sendmessagesand au-
thenticationof middleagentsby agentdor bi-directionaltrust.

3. DESIGN

This modelprovidessecuritybasedon distributedtrustmanage-
mentfor open,dynamicagentplatforms,with methodsfor intra-
platformandinter-platformsecurity



Agentsareauthorizedo access certainserviceif they have the
requiredcredentials Our work is similar to role basedaccesson-
trol in thata users accessights arecomputedrom its properties.
However, we use additionalontologiesthat include not just role
hierarchiesbut ary propertiesand constraintsexpressedn a se-
manticlanguagencluding elementof both descriptionlogicsand
declaratve rules. For example,therecould a rule specifyingthat
if anagentin a meetingroomis usingthe projector it is probably
apresenteandshouldbe allowedto usethe computertoo. In this
way, rights can be assigneddynamicallywithout creatinga new
role. Similarly, rightscanberevokedfrom auserwithout changing
his/herrole, makingthis approactmoreflexible andmaintainable
thanrole basedaccesontrol.

We extendthe functionality of the Agent ManagemenSystem
(AMS) andthe Directory Facilitator (DF) to managesecurityfor
theplatform,asnotall agentshouldbeableto registerona partic-
ular platform or usea certainDF. Similarly, agentsarealsogiven
someaccesgontrol ability. The AMS, DF andagentsollow cer
tain securitypoliciesto decidetheaccessightsof requestingigents.

Oursystemaddressethechallengesssociatedith MAS, namely
corruptedAMS and DF, insecurecommunication insecuredele-
gations,lack of accountability accesscontrol for foreign agents,
andlack of centralcontrol. The modelmanagesorruptednam-
ing andmatchmakingservicesby usinga PKI handshakingroto-
col betweerthe agentandthe AMS to verify validity of both par
ties. All messageare encryptedaccordingto Public Key Infras-
tructure. However we do not usethesecertificatesfor authenticat-
ing agentsbut for exchangingmessagesecurely Our delegation
mechanisms ableto thwart ary invalid or insecuredelegations.
Only agentswith theright to delegatecanactuallymale valid del-
egationsthat changethe accesgights of otheragents.All agents
areheldaccountabldor their actionsbecause¢hey have to signall
servicequeriesandrequestswvith their own private key. As there
is a uniqueprivatekey public key pair, oncean agentsignsa re-
questtheagentcanbe heldaccountableOur infrastructureallows
foreignor unknavn agentsaccessnto the systemusingtrustman-
agementWhenanunknavn agenttriesto registerwith a platform,
the platform checksthe agentscredentials,and decidesits rights
with that platform basedon the securitypolicy. Multiagentsys-
temsareinherentlydecentralizedand it is not possibleto have a
centraldatabasef accessightsor policies. This is nota problem
in our systemasno centralinformationis required. The policy is
enforcedndividually at the entity processingherequestThe pol-
icy is enforcedat two levels; at the platform level, whereaccess
to the AMS andDF is controlledandat the agentlevel, wherean
agentcanspecifywho canaccessts services.

Agentsareableto delegatetheirrightsin acontrolledandsecure
fashion.For example,if agentA delegatessomeserviceto agentB,
andagentB triesto delegatethis serviceto agentC, thenthesecond
delggationwill fail asagentA did not give agentB the ability to
redelgate.

The agentsusea semantidanguagdike DAML+OIL [4] asan
ontologylanguageDAML+OIL is anontologylanguagdor mark-
ing up resourcesandis basicallybeingdevelopedfor the realiza-
tion of the SemanticWel?. The agentsexpresssecurityinforma-
tionincludingcredentialsgelegations,andpoliciesin DAML+OIL
makingit easierfor otheragentdo interpretthemcorrectly

3.1 Security Classification

We classifysecurityinto two levelsdependingon whereit is en-
forced: platform or agent. In platform security the AMS andDF

2W3C's Ontology Wrapper Language (OWL) is based on
DAML+OIL
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have additionalsecurityfeatures. The AMS candecidewhetheror

not to allow anagentto register searchor useits otherfunctions.
Similarly, the DF canalsodecidewhetherto allow anagentto reg-

ister, modify or searchfor agentsbasedon certainaccessontrol
information. An agentwhile registeringwith a platform,cansend
somesecurityinformationto the AMS specifyingits securitycat-
egory; private secue or open A private agents Agentldentifier
(AID) is not displayedto ary otheragentby the AMS, a secue

agenthasto sendsomeaccesgontrolinformationsothatthe AMS

canfilter request$o theagentandandanopenagents visibleto all

agents Similarly, while registeringits serviceswith aDF, theagent
canchoosea catgory for eachservice. For example,an agentA

canregisterasan openagentwith the AMS andregistertwo ser

viceswith the DF, a GPSservicewhich is openand a navigator
servicewhich is secure.AgentA alsospecifieghatonly agentB,

with certaincredentialscanaccesshe navigatorservice.In agent
security the agentusesa policy to decidehow to further validate
servicerequests.

3.2 Platform Security

In platform securitythe AMS andDF usedistributedtrustman-
agemenprinciplesto authorizerequestgo their services.

3.2.1 SecurityModulefor an AMS

Whenan agentwantsto registerwith the AMS, it signsit’s re-
guestandsendsit to the AMS, alongwith its digital identity cer
tificate. The AMS verifiesthe certificatebasedon therules. The
rulescould be of theform, an entity X of the organizationY with
a certificatefrom trustedCertificateAuthority CA(Y) is valid. Or
therecouldbearule saying for all certificatedrom organizationz,
calculatecertificationpathandverify with the CA. If thecertificate
is valid, the AMS checksthe signature The AMS usesits policies
to decidewhataccessightstheagenthason the platform.

If theagentdoesnot have theright to registerwith the AMS, its
requests denied.If the agentdoeshave theright to registerwith
the AMS, the AMS startsthe handshakingprotocol that is com-
monin PublicKey Systems.t sendshe agenta smallmessagea
nonce.encryptedwith the agentspublic key, andattacheghe plat-
forms certificate,to the addresspecifiedby the requestingagent.
This is not only doneso that both partiescan verify eachother
but alsoin orderto verify theagentdocation,preventspoofingand
securelyexchangeinformation. The agentcannow go aheadand
verify the platformscertificate.It thenrepliesto the AMS with the
samenonceencryptedwith the platformspublic key. On recev-
ing this, the AMS createstrust certificatecontainingthe platform
relatedrights of the agent,the associategbublic key, time validity
andotherrelevant informationand sendsit back. This certificate
is valid only for a shorttime, afterwhich the agenthasto startthe
registrationprocessgain.This periodis directlybasednthelevel
of trustassociateavith theagentor in facttheagents reputationin
the platform. Using a trust certificateenableshe AMS andDF to
skip the recheckingof the agents’credentialsaverytimethe agent
triesto usethe servicef the platform.

After creatingthetrustcertificate the AMS will inform theagent
aboutall the agentsthatare eitherin the opencateyory or the se-
cure category for which the agentfulfills the requiredconditions
for accessDuring the periodof validity of thetrustcertificate the
agentcan make requestdo accesghe AMSs services. Thesere-
guestshave to be signed. The AMS doesnot needto checkall the
credentialof theagentbut only verifiesthattheagenthastheright
to therequestedervice.

3.2.2 SecurityModulefor a DF



After obtaininga trust certificatefrom the AMS of a platform,
theagentcanacceswvariousservicef the AMS andthe DFs. Us-
ing the trust certificate,an agentcanregisterits serviceswith the
DF, if the platformspolicy allows that particularagentto usethe
DF. This serviceregistrationmessagés signedwith theagentspri-
vatekey, andactsasadigital signature This forcesagentgo beac-
countabldor their actions.The DF verifiesthetrustcertificateand
checksthatthe trustcertificateis valid andbelongsto theagent.It
retrievestheagentgublic key from thetrustcertificate andchecks
the signatureof the registrationmessage.If the certificatestates
that the agenthasthe right to register the DF proceedswith the
registration. An agentcanregisterits differentservicesunderdif-
ferentcatgories. This servicedescriptionis alsoin DAML+OIL,
makingthe searchingnore semanticand moreflexible. To query
the DF, theagentsendsa signedquerymessagéo the DF. The DF
verifiesthemessagandthe checkghe cateyory of the servicethat
fulfills thesearchquery the conditionsattachedf asecureservice,
andthe accesgights of the requestebeforesendingbackary re-
sults. Theseresultsareencryptedwith theagentgublickey, which
is associatedvith thetrustcertificate.

Agentscan’delegate’authorizatiorability to theDF if they share
domainontology If anagentcannotusethe DF for makingautho-
rizationdecisionnits behalf,thentheagenthasto containatrust
managemengngineandinterpretits own policies. This malesthe
presencef theenginein anagentoptional,allowing agentgo run
on smaller lightweight, devices. The AMS/DF hasallist of condi-
tionsthatanagentmustsatisfyin orderto contactaparticularagent
or usea particularservice.However the AMS andDF needto un-
derstandheserviceagents® policy or have accesso its knowledge
base.lt is uptothe serviceagentto make surethattheseconditions
areaccurateandconformto its policy. In somecasesthe AMS or
DF cannotunderstandhe associatedonditions. Then, basedon
thepolicy of theplatform,the AMS andDF candecideto rejectall
requestgor the agentor serviceor acceptall requestandforward
themto theappropriateserviceagentfor interpretation.

3.3 Agent Security

The authorizationdecisionscarriedout by individual agentsfor
accesdgo their servicessomprisesigentsecurity

3.3.1 SecurityModulefor Agent

Every serviceagenthastwo modesof operationasan owner of
aserviceandasarequestenf aservice.

Ownerof a service
Securityon the agentsside can be handledin multiple ways. An
agentcandecideto registerits servicesasopenor private on the
DF, sothattheagentitselfis completelyresponsibléor accesgon-
trol. The secondway, is for the agentto catejorizeits servicesas
secue and specifythe accesscontrol conditionsin the DF. If the
agenttruststhe DF completelyit canrely onthe DF to handleac-
cesxontrolandtheagentneednot have a securitymoduleatall. If
the agentdoesnot trustthe DF, it canimplementits own security
modulefor stricteraccessontrol. In this case after the requests
arefilteredby the DF, they canbere-\erified by the serviceagent.

Requesteof a service
After anagentrecevesa matchinglist of servicesasaresultof its
DF query it triesto executeoneof them. Theagentsendsarequest
to the serviceagentand attachests identity certificateand trust
certificate. This messagés encryptedusingthe agentgrivatekey.
Thereceving agentcarriesout similar reasoningasthe AMS, by
goingthroughits certificateverificationrulesto verify theidentity
certificateandtrust certificate. If boththe certificatesarevalid, it

3Theagentcontrollinga serviceis known asserviceagent
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verifiesthesignaturelt thenusests securitypolicy to decideif the
agentmeetsits requirementdor accessindhat particularservice.
If all thechecksarevalid, thenthereceving agentsendstheresult
backencryptedwith the senderpublic key. Theagentdoesnotgo
throughthe handshakingrocedurebecausehe sendethasa valid
trust certificatefrom the platform. Even after the platform checks
by the AMS and DF, a serviceagentmay decidenot to honora
certainrequestpecaus¢heremaybe certainadditionalconstraints
it requiresthatthe requestingagentfailsto meet.

4. INTER PLATFORM SECURITY

If anagentis alreadyregisteredwith a platform and wantsto
accesshe AMS or DF on anothemplatform,theagentshouldsend
alongwith its identity certificate jts currenttrustcertificate which
containsinformationaboutits accessights. The remoteplatform
decidesthe agentsrights in the normalfashionbasedon its own
securitypolicy, andmay take into consideratiorthe platform that
theagentis currentlyregisteredon.

DF's of differentplatformscanbe accessed they registerwith
eachotherthroughprinciplesof fedeationsof DF [6]. If anagent
is searchingfor a particularservice,andits DF cannotfind ary
matchingservice,the DF will forward the requestwith the trust
certificateto the otherDFsregisteredwith it. TheseDFswill pro-
cesstheagentsequestisnormalandreturntheresults.

5. VERIFICATION OF CREDENTIALS

Credentialsare propertiesof agentsthat are describedn a se-
manticlanguageandsignedby otheragents.Delegationsarespe-
cial credentialandarediscussedn detailin Section6. In orderto
acceptcredentialf otheragents anagentmustbe ableto verify
thesecredentials. Verificationcanbe carriedout in the following
ways

e Simple Verification: In this schemea serviceagentex-
pectsall the credentialsnecessarilyat the time of request.
In orderto useits servicesa requestingagentmustsendall
requiredcredentialsalongwith the requesfor service. The
serviceagentwill checkits knovledge base,and question
otheragentsabouttheir beliefsin orderto verify the creden-
tials. SupposeagentA hasan alarmservicewhich requires
that requesterde AAAI members. The securitypolicy of
agentA alsostatesthatthe agentXYZ shouldbe trustedto
verify AAAI certificates An agentB sendsA arequesto use
theservicealongwith its certificatefrom the AAAI CA. This
certificatestateghatthebearetrof this certificateis amember
of AAAI. AgentA asksagentXYZ to verify the certificate.
If the certificateis valid thenagentB is authorizedo usethe
alarmservice.lf agentB did notsendtherequiredcertificate
or sentaninvalid certificate jts requestvould bedenied.

e Negotiation: Certainserviceagentamayprovide amorein-
teractve requestingnechanismlf therequestedgentdoes
not provide the correctcredentialgo accesghe service the
serviceagentasksthe requesteffor specificadditionalcre-
dentials.For example,aserviceagentA only allowsemploy-
eesof XYZ Pvt. Ltd. to accessts servicesandacceptslele-
gationsfrom theseemplo/ees.AgentB approacheagentA
with a credentialfrom AAAI. AgentA decideghatthe cre-
dentialis notgoodenoughandaskstheagentB to prove that
it is anemploee of XYZ or if B hasa delegationfrom an
emplo/ee. AgentB possessea delggationfrom Bob who is
anemplgeeof XYZ andsendshis delegationto A. A ver



ifies the delegationandthe chainof delegationsanddecides
to authorizeagentB’s request.

e Third Party: Someserviceagentdo nothave theresources
to verify credentialsand so requesttrustedthird partiesto
handlethe verification on their behalf. Supposea trusted
agent,C, did have the resourcesindthe inclination to help
agentA, agentA would sendB’s credentialgo C to beveri-
fied andwould trustC’s responseC could eitherusesimple
verificationor negotiationto verify thesecredentials.

6. DELEGATIONS

An agenthastheability to make ary delegation,but whetherit is
honoreddependon variousfactors,including the securitypolicy,
the agents rights, andthe rights of the agentsaheadt in the del-
egationchain. Agentsarenot preventedfrom makingdelgyations,
but the delegationsby unauthorizedhgentsare considerednvalid.
Only agentswith theability to deleggatecanmalke valid delggations.
Valid delggationschangeaccessightsof otheragents Theright to
delggateis definedmplicitly andexplicitly. Implicitly, anagentcan
delegaterightsto ary serviceit offers. Explicitly, anagentthathas
beengiventheright to delegateby anauthorizecagentcanperform
valid delegations,aslong asthe delegationfulfills the constraints
of the previous delggation. This forms a chainof constraintsthe
agentat theendof the chainmustsatisfyall the constraintsassoci-
atedwith the delegationsin the chain. Our delggationmechanism,
written in logic, verifiesthat the requestingagentsatisfiesall the
constraintof the delegationsbeforeit in the chain.

Our framework allows certainauthorizedagentso delegateac-
cesgights,with restrictionsattachedto otheragents A delegation
usuallyhasconstraintsaattachedsuchasonethatlimits the access
to acertainperiod,or to whomtheright canbere-delgated.A del-
egationconsistof variousinformation;delegator right, constraints
ondelegyatee constrainton execution,constrainton re-delgation
andtime period. By usingconstraintson delegatee the delegator
canspecifywhomto delegateto. For example,a delegationcould
be conferredon all agentswith certificatesfrom a certainCA and
registeredwith a certainplatform. By restrictingwhich of thedele-
gateecanactuallyusetheright, thedelegatorcanpreventwrongful
executionof theright. Constrainton re-delgationallow the dele-
gatorto decidewhethertheright canbere-del@atedandto whom
it canbere-delgated.We have developedrulesthatcapturethisin-
formationandenforcesecurityby checkingtheseconstraintsatthe
right time. We have separatetheconstraint®n executionfrom the
constraintson delggatee to make delegationmoreflexible andits
managemeninorecomplete.

6.1 DelegationManagement

Thoughdelegationis very importantfor the propagatiorof trust,
managingdelegationsin a distributedanddynamicervironmentis
ratherdifficult. Considerthefollowing example,anagent(delega-
tor), who is delggateda certainright, delegatesit to anotheragent
(deleggatee)andgoesdown immediately The delegateeasksto use
the certainresourceand presentdts deleyation certificate. How-
everthisrequestannotbevalidatedbecaus¢he delegators ability
to delggatecannotbechecled.

We suggesthreeschemegor managinglelegations

Delegation Chain The previous examplecanbe solved by mak-
ing the deleggatorattachits own delegationcertificateto the newly
createddelegation beforesendingit to the delegatee. This means
thatevery agentwill have to storea chainof delegationcertificates
leadingto its own delegation, in orderto validateits delegation.
Thisis notfeasiblebecauseachchaincouldbeverylongandthere

couldbeseveraldelegationsfor every agent.To reducethe number
of certificatesn achain,certificatereductioncouldbeused[1], but
the original deleggatormaynotbeaccessible.

CentrlizedDelggation To avoid handlingandprocessinghains
of delggationsall delggationscanbeaddressetb theserviceagent
or the agentplatform responsibldor the serviceagent. However
this scheméhastwo problemsit is rathercentralizecandthedele-
gatormaynotbeableto acces®ithertheserviceagentor theagent
platformatthetime of thedelegation.

Delggationson the Web The last schemeis to continueusing
delggationchains put insteadof storingthechainswithin theagent,
the chainscould be storedon web pages.In orderto prove it has
a certainability, anagentcould point to a certaindelegationon its
delggationpage.This delggationin turnwould referto adelegation
onthepageof theagentwho madethedelggator By traversingthis
delggations the agentplatformand/orserviceagentwould be able
to verify the delegationanddecidewhetheror not to authorizethe
request.

7. TRUSTPERFORMATIVES AND INTER-
ACTION PROTOCOLS

FIPA is basedn speectacts,predicatdogic andpublic ontolo-
gies.Speeclactsarewaysof communicatingr expressingoneself
[18]. A speechactonly succeedsf it is understoody the recip-
ient asintended. However FIPA doesnot includethe speechacts
requiredfor trustmanagementAs part of this securityinitiative,
several speechacts,thatarecommonto distributedtrustdomains,
will bemodeled.In this framevork, agentswill usecertainspeech
actsto explaintheirintent; delegating,requestingtc. For example,
"l delegateto you theability to accessny files for onehour”, or "I
requestyou to delegateto me the useof your workstation”. These
statementgontaina lot of informationthatneedsto be captured.
An ontology groundedin DAML+OIL will be usedto describe
thesespeechacts. This ontologywill enablethe audienceo cor-
rectly interpretthe speechact and understandts purpose. FIPA
Communicatie Acts describea setof "utterances’usedin multi-
agentsystems,and FIPA InteractionProtocolspecifiesthe order
of messagesxchanged. Thoughmostof the communicatiorbe-
tweenthe agentscanbe modeledwith existing FIPA performatve,
we believe certainadditionalperformatvesarerequiredfor agent
securityandtrust.

The performatves that will be addedare RequestPermission,
Delgyate,Requeswerification,andCredentiaRequired.

e RequesPermission
The actionof askinganotheragentfor permissiorto access
acertainservice.

e Delgyate
Theactionof deleggatingto anotheragentor groupof agents
theability to performa certainactionon a certainservice.

e CredentiaRequired
The actionof askingthe recipientto provide additionalcre-
dentials. The contentis the credentialrequiredandthis per
formative is theresponsdo arequestvheretherecipientdid
not provide the correctcredentials.

e RequesWerification
The actionof askingthe recipientto verify credentialssup-
plied by anagentrequestingaccesgo the senders service.

Using existing FIPA communicatre actsandthe performatves
describedbore, we describeheinteractionprotocolsfor trustman-
agementn our system.
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Figure 1: Our trust ontology asa classhierarchy

e RequestnteractionProtocol

This interactionprotocol allows the initiator to requestthe
use of anotheragents service. The initiator sendsthe re-
cipientarequesimessageSimilar to FIPA, someresponses
arenot-understoodrefuse,agree failure, inform-done,and
inform-ref [5]. However dependingon the kind of verifica-
tion being performedby the recipient,the responsesould
also include CredentialRequired. The senderwould now
have to resendts requestvith thenew credentialsn orderto
gainaccesdo theservice.

e RequesPermissiorinteractionProtocol
An agentusesthis protocolto requestanotheragentto del-
egatecertainabilities to it. The initiator startsthe protocol
by sendingtherecipienta RequesPermissiormessageThe
responsefrom therecipientincludenot-understoodiefuse,
agreefailure,andDelegate.

e RequesWerificationInteractionProtocol
The initiator usesthis protocolwhenit is unableto verify
somecredentialsandrequiresthe recipientto verify the cre-
dentialsonits behalf. Theinitiator startsthis interactionpro-
tocol by sendinga RequesWerificationmessageThe valid
responseo this messagarenot-understoodiefuse,agree,
failure,inform-done andinform-ref.

8. ONTOLOGIES

Our infrastructureusesontologiesexpressedn DAML+OIL to
represensecurityinformationandpoliciesin amulti-agentsystem.

We have designedanontologyfor trustandsecurityinformation
in this systemwhich is illustratedin Figure One. Theroot of the
ontologyis divided into State,Entity and Action. Statecontains
all informationpertainingto the currentstate. It currentlyhasone
subclassProposition,which is further sub-classifiednto Permis-
sion, Obligation,andBelief. Propositionsare clauseghat have a
truth valuein the system. An Entity could eitherbe an Agentor
anObject. An objectcanbe extendedto definedomainspecificre-
sourcedike credentialsfiles, computersprinters,etc. An Action
is associatedvith a setof Objectsor resources.Speechactslike
RequestandDeleggationsareextensionsof Actions.

The ontology specificto agentsystemsextendsthe main trust
ontology with informationrelatedto FIPA platforms; registeran
agentder@isteranagent,searchcreate agentservice etc. asac-
tions and certificates platform addressnetwork addressnetwork
protocolusedetc. asobjects.Figure Two shavs part of the Agent
ontology

9. POLICY

ThesecuritypoliciesarebasedntheAgentontology Eachplat-
form and agentfollows a securitypolicy. A securitypolicy may
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containrulesfor verifying certificatesandcredentialsaccesson-
trol, anddelegation. Rulesfor verifying certificatescould specify
which certificateauthoritiesaretrusted,andtheprocedurenvolved
in verifying differentkindsof certificateshasednthe CA, princi-
pal, agentetc. Rulesfor accesontrolwill statethe credentialsan
agentmusthave for a certainaccessight. Thepolicy alsocontains

[rulesthat describethe way delegationsandrevocationspropagate

in thesystemhow re-delgationsarehandledhow prohibitionsaf-
fectaccessontrolanddelegygationsandhow revocationsshouldbe
managed.For example,if a deleggationis revoked, shouldall the
agentghatthe delegateedelegatedto, losethe accessight aswell
or canthey keepit andwhethera prohibitionis given priority over
adelegationwhile decidingaccessights.

Ourdefaultpolicy definescertainrulesaboutthe propagatiorof
delggationsso that all constraintsin the delggation chain are ap-
plied beforeanagentcangainaccesgo a service.If a certainlink
in the delggationchainfails or theright is revoked, the restof the
chainafterthis failed link losesthe accessight aswell. This de-
fault policy alsoincludesrulesfor the mechanism®f credential
verificationandbelief management.

10. PREVIOUS WORK

We have previously developedtwo security systemsbasedon
distributedtrust management an agent-basedupply chainman-
agementapplication[12] and an agent-mediateghenasive com-
putingervironment[13, 19]. During theirimplementatiorwe have
refinedour trustmanagementonceptsanddevelopedseveral pro-
gramsin logic for handlingthe propagatiorof deleggation,andval-
idatingrequests.

10.1 Security for Supply Chain Management
Systems

We successfullyimplementeda trust basedframevork for the
ExtendedEnterpriseCOalitionfor IntegratedCollaboratve Manu-
facturingSystemgEECOMS)project,whichis aimedat providing
a setof technologiedor integratedsupply chain and businessto
businesselectroniccommercg10]. A supply chainmanagement
systemconsistsof groupsof buyersandsellersthat needto open
up their internal systemsto eachotherin a secureway. In other
words,asupplychainmanagemergystemconsistof a network of
heterogeneouagentsthat interactto perform certainactionsthat
may or may not needauthorization.The main problemis guaran-
teeingthe authenticityof requestdetweentheseagents,whether
within acompan or betweeroneor morecompanies.

Our systemsetsup authorizationand delegationrules, so that
the informationin the SCM may be accessednly by authorized
agents. Specialintelligent agentscalled security agents are re-
quiredfor authenticatiorandauthorizatiorwithin a particulardo-
main, and are trustedwithin the compary and by the compans
buyersandsellers.They alsorepresenthecompary in somesense.
Thesecurityagentof acompan enforcethecompary policy. This
policy describegertainrulesfor rights, delegationandfor reason-
ing aboutthem. The policy is not changedrequentlyand usually
involveshumanintervention. Agentswithin a compary possesan
identity certificatethat is signedby a trustedCertificate Author
ity. Agentswithin acompary canbe authenticatedby the security
agentghroughtheir D certificates.

In orderto allow the buyer's emplo/eesto accessertaininfor-
mationwithin its compan, the securityagentof the sellergivesthe
securityagentof the buyer the permissionto accesghatinforma-
tion, andthe ability to delegatethis right. To propagatehis trust
within its own compalry, the seller’s securityagentdelegatesthis
right to someof its emplo/eesbasedon the policy. Dependingon



=?xml version="1.0" encoding="UTF-8" 2>

<rdf:RDF
xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmins:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmins:damli="http://www.daml.org/2001/03/daml+oil#"
xmins:dtrust = "http://daml.umbc.edu/ontologies/trust-ont:
>
<daml:Ontology>
<damil:Class rdf:ID="Date">
<daml:equivalentTo>http://daml.umbc.edu/ontologi
calendar#Date</daml:equivalentTo>
</daml:Class>
<daml:Class rdf:ID="String">
<daml:equivalentTo>http://www.daml.org/2001/03,
daml+oil#Literal</daml:equivalentTo>
</daml:Class>
</daml:Ontology=>

<!-- SubClass of Objects; Certificate -->
<rdfs:Class rdf:ID="Certificate">
<rdfs:subClassOf rdf:resource="dtrust:Object"/>
<rdfs:label>Certificate</rdfs:label>
<rdfs:comment>
This subclass contains information about Certifig
</rdfs:comment>
<daml:Restriction>
<daml:onProperty rdf:resource="dtrust:Affiliatio
<daml:toClass rdf:resource="#Organizations"/>
</daml:Restriction>
</rdfs:Class>

<1-- Properties of Certificates -->
<rdf:Property rdf:ID="CA">
<rdfs:domain rdf:resource="dtrust:Agent"/>
</rdf:Property>
<rdf:Property rdf:ID="Principal">
<rdfs:domain rdf:resource="dtrust: Agent"/>
</rdf:Property>
<!-- more properties .....
<!-- SubClass of Certificates; ID, Trust, Delegation -->
<rdfs:Class rdf:ID="IDCertificate">
<rdfs:subClassOf rdf:resource="#Cerificate"/>
<rdfs:label>IDCertificate</rdfs:label>
<rdfs:comment>
This subclass contains information about ID Certificg
</rdfs:comment>
</rdfs:Class>
<rdfs:Class rdf:ID="TrustCertificate">
<rdfs:subClassOf rdf:resource="#Cerificate"/>
<rdfs:label>TrustCertificate</rdfs:label>
<rdfs:comment>
This subclass contains information about Trust
Certificates
</rdfs:comment>
</rdfs:Class>
<rdfs:Class rdf:ID="DelegationCertificate">
<rdfs:subClassOf rdf:resource="#Cerificate"/>
<rdfs:label>DelegationCertificate</rdfs:label>
<rdfs:comment>
This subclass contains information about Delegation|
Certificates
</rdfs:comment>
</rdfs:Class>

b

/>

tes

<I-- Properties for Trust Certificate -->
<rdf:Property rdf:ID="Roles">
<rdfs:domain rdf:resource="dtrust:Object"/>
</rdf:Property>
<rdf:Property rdf:ID="Publickey">
<rdfs:domain rdf.resource="dtrust:Object"/>
</rdf:Property>
<rdf:Property rdf:ID="StartDateTime">
<rdfs:domain rdf:resource="#Date"/>
</rdf:Property>

eskrdf:Property rdf:ID="EndDateTime">

<rdfs:domain rdf:resource="#Date"/>
</rdf:Property>
<I-- more properties ...-->
<!-- Subclass of Object -->
<rdfs:Class rdf:ID="Organization">
<rdfs:subClassOf rdf:resource="dtrust:Object"/>
<rdfs:label>Organization</rdfs:label>
<rdfs:comment>
This subclass contains information about organizations
</rdfs:comment>
</rdfs:Class>

atesl-- Subclass of Actions; RegisterWithAMS -->

<rdfs:Class rdf:ID="RegisterWithAMS">
<rdfs:subClassOf rdf:resource="dtrust:Action"/>
<rdfs:label>RegisterwWithAMS</rdfs:label>
<daml:Restriction>
<daml:onProperty rdf:resource="dtrust:Actor"/>
<daml:toClass rdf:resource="dtrust: Agent"/>
</daml:Restriction>
</rdfs:Class>

<!-- Properties of RegisterWithAMS -->
<rdf:Property rdf:ID="IDCertificate">
<rdfs:range rdf:resource="#IDCertificate"/>
</rdf:Property>
<rdf:Property rdf:ID="RegisterMessage">
<rdfs:range rdfirresource="#String"/>
</rdf:Property>
<I-- more properties ... -->
<!-- Subclass of Actions; QueryDF -->
<rdfs:Class rdf:ID="QueryDF">
<rdfs:subClassOf rdf:resource="dtrust:Action"/>
<rdfs:label=QueryDF</rdfs:label>
<daml:Restriction>
<daml:onProperty rdf:resource="dtrust:Actor"/>
<daml:toClass rdf:resource="dtrust: Agent"/>
</daml:Restriction>
</rdfs:Class>

<!-- Properties of QueryDF -->
<rdf:Property rdf:ID="TrustCertificate">

<rdfs:range rdf:resource="#TrustCertificate"/>
</rdf:Property>
<rdf:Property rdf:ID="QueryString">

<rdfs:range rdf:resource="#String"/>
</rdf:Property>

<I-- more properties ... -->

</rdf:RDF=>

Figure 2: This imageshows a portion of the Agent SystemOntology. Registration of an agent,deregistration of an agent,querying a
DF, etc. areall subclassesf the Action classin our Trust Ontology. Similarly, certificates,addressesprganizationsetc. are subclasses

of the Object classin our Trust Ontology.

the previous delggations,the emplo/eescan further delegatethis
right to otheremplgyees,forming a chain of delegationfrom the
buyer’s securityagentto the seller’s securityagentto the seller’s
emplo/ees.If atary pointadelggationfailsor is revokedtheaccess
cannotgo through. The sameholdsif the situationis reversedand
thesuppliergivesthebuyeraccess$o someof its resourcesDelega-
tion chainsshouldalwaystracebackto a securityagentto bevalid.
Securityagentsareresponsibldor all accessesriginatingfrom its
compay andact asgatevays. All accesgo information outside
thecompaly mustgo througha securityagent.This agentwill au-
thenticatethe requestercheckthe delegationchainandverify that
therequestehastherightto accessherequestednformation. The
securityagentcreatesanauthorizatiorcertificatefor therequesting
agentthattherequestingagentcanusefor access.

This framework led usto view trustmanagemenasa very ef-
fective methodfor resolving several issuesrelatedto securityin
distributedsystems.

10.2 Security for Pervasive Systems

We have designedcandimplemented/igil, asecurityframework,
which provides securityand accesscontrol in penasive systems
[13]. Vigil hasbeenoptimizedto work in SmartSpacesvhich is
a specificinstanceof penasie ervironments.A SmartSpacervi-
ronmentprovidesservicesandresourcesthatuserscanaccessis-
ing someshortrangewirelesscommunicationsuchasBluetooth,

IEEE 802.11,0r Infrared,via ary hand-helddevice, within a Vigil
canalsobe usedin wired systems put the focal point of our re-
searchs thesecurityin dynamic,mobilesystemsVigil is designed
sothatclientscanmove, attach,detach andre-attachat any point
within the framework.

Our infrastructureis designedo minimize the load on portable
devicesand provide a mediaindependeninfrastructureand com-
municationprotocol for the provision of services. Vigil, in ad-
dition to solving the issueof controlling accesgo servicesin a
SmartSpacelsoaccommodatesserghatareforeignentities,that
is entitiesthat are not known to the systemin advance. In mary
corventionalsystemsaccesgights are static; agentsare not able
to requespermissiorto access Serviceto which they arenot pre-
authorized. To overcometheseissues,we have incorporatedthe
Vigil SecurityAgent This SecurityAgentallows agentgo askfor
accespermissiomndotheragentsto actuallydelggaterights that
they have. This extendsthe securitypolicy in a securemanneras
only agentghathave the permissiorto deleggate,canactuallydele-
gate.

TheVigil systenis dividedinto SmartSpacesandeachSmartSpace

usesoneor more securityagentsto maintainsecurity The Secu-
rity Agentis responsiblefor maintainingdistributed trust in the
Vigil system. It enforcesthe security policy of the organization
or SmartSpacdt interpretsthe policy to provide controlledaccess
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to Servicesand usesdistributed trust as a more flexible and eas-
ily extensiblepolicy basednechanismThereis generallyaglobal
policy associatedvith the organizationanda local policy associ-
atedwith a SmartSpace.All securityagentsin the organization
will enforcetheglobal policy andwill additionallyenforcea local

policy, which is specificto the Space.A policy includesrulesfor

role assignmentrulesfor accessontrol, andrulesfor delegation
andrevocation.

TheSecurityAgentusesaknownledgebaseandsophisticatedea-
soningtechniquego handlesecurityanddistributedtrust. On ini-
tialization, it readsthe policy andstoresit in a Prologknowledge
base. All requestsare translatednto Prolog, and the knowledge
baseis queried.The policy containspermissionsvhich areaccess
rightsassociatedvith roles,andprohibitionswhich areinterpreted
asnegative accessights. Thepolicy alsocontaingulesfor role as-
signmentsaccessontrolanddelggation. A userhasthe ability to
accessa serviceif theuserhasnot beenprohibitedfrom accessing
theserviceby anauthorizedentity andif it eitherhastherole based
accessight or if someauthorizecdentity hasdelegatedthis right to
it. An entity canonly delegateanaccessight thatit hasthe ability
to delegate.

Whena userneedsto access servicethatit doesnot have the
right to accessijt requestanotheruser who hasthe right, or the
serviceitself, for thepermissiorto accesshe Service.If the entity
requestedioeshave the permissionto delggatethe accesgo the
Service, the entity sendsa delegate messagesignedby its own
privatekey, alongwith its certificate to the SecurityAgentandthe
requester The Security Agent checksthe roles of the delegator
and the delegateeand ensureghat the delegator hasthe right to
delegate andthatthe deleggationfollows the securitypolicy. It then
addsthe permissiorfor the Clientto accesghe Service,but setsa
very shortperiodof validity for the permission.Oncethis period
is over, The SecurityAgenthasto reprocesshedelegation. Thisis
very usefulincaseof revoked certificates delegationsor rights. If
ary oneentity in the delggationchainlosesthe permissionthenit
is propagatediown the chainvery quickly, till everyoneafterthe
entity losesthe ability. Everytimea ServiceBroker asksaboutthe
delegatedrights of the client, the SecurityAgent sendsbackonly
valid permissions.

11. SUMMARY

In this paperwe presenthe designfor a securityframework for
multi-agentsystemsbasedon trustmanagementhe delegation of
permissionsandcredibility. We believe that otherinterestingcon-
ceptslik e reputationsand obligationscanalsobe built in oncethe
basicframevork is developed. This approachs particularly use-
ful in openervironmentin which agentsmustinteractwith other
agentswith which they are not familiar. Researchn securityfor
multi-agentsystemftentendsto focuson a limited subsebf the
securitychallengeof MAS. We believe our modeladdresseser-
eralprominentsecurityissuesassociatedavith theseagenterviron-
mentsandprovidesa comprehense trustbasedsolution.
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