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Abstract. The past few years have seen significant work in mobile dateagex
ment, typically based on the client/proxy/server modelbM@wireless devices
are treated as clients that are data consumers only, white stairces are on
servers that typically reside on the wired network. With dldeent of “pervasive
computing” environments an alternative scenario arisesra/imobile devices
gather and exchange data from not just wired sources, ifrals their ethereal
environment and one another. This is accomplished usinigoadconnectivity
engendered by Bluetooth like systems. In this new scenaridile devices be-
come both data consumers and producers. We describe theatewmdnagement
challenges which this scenario introduces. We describdabigin and present an
implementation prototype of our framework, MoGATU, whictidaesses these
challenges. An important component of our approach is i gach device as an
autonomous entity with its “goals” and “beliefs”, expredssing a semantically
rich language. We have implemented this framework over ebooea Bluetooth
and Ad-Hoc 802.11 network with clients running on a varigtynobile devices.
We present experimental results validating our approadmagasure system per-
formance.

1 Introduction

The client/proxy/server model underlies much of the redear mobile data manage-
ment. In this model, mobile devices are typically viewed @sstimers of information,
while data sources reside on the wired network. The main esiplis on the devel-
opment of protocols and techniques to deal with disconaratianagement and low
bandwidth. The aim is often to allow applications built foetwired world (e.g., WWW,
databases etc.) to run in wireless domains using proxy baseaaches ([7]). In sys-
tems based on the 2.5/3G cellular infrastructure, thettoadil client—proxy—server in-
teraction is perhaps an appropriate model, where the ‘tligtabase can be extremely
lightweight [1] or has a (partial) replicate of the main datae on the wired side [13].
With the spread of short-range ad-hoc networking systemsh(sis Bluetooth
that enable devices to spontaneously interact with otinetreeir vicinity, an alternative
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approach will be necessary. Mobile devices (hand-heldrat¥a or embedded in ve-
hicles), computers embedded in the physical infrastrecmd (nano)sensors will all
be able to discover and inter-operate with others in theiinity. The mobile devices
will be able to obtain more context-sensitive data by inténg with peers in their
“vicinity” than by contacting a fixed data source on the wireztwork. In addition to
the traditional challenges of mobile networks (i.e., lomtaidth and disconnection),
this pervasive paradigm introduces new problems in terntse&nvironment’s stabil-
ity and accessibility. The connection time to a data sowsagten limited, as well as
the likelihood of reconnecting to the same data source oisceinected. Accordingly,
pervasive connectivity will require the mobile devices eoHighly adaptive as well.
The objective of this paper is to articulate the requirerméart and present a prelim-
inary implementation of, a robust infrastructure in whiodépendent devices existing
in a particular location will be able to collaborate with itheobile peers achieving
higher data availability and currency. In this vision of yasive computing environ-
ments, mobile devices are both sources and consumers ofmafion and cooperate
with others in their vicinity to pursue their individual andllective information needs.
The remainder of the paper is structured as follows. Se@idiscusses existing
work in the area of distributed data management in mobileowds and in the area of
user profiles. In section 3 we present new challenges andgmnslthat this scenario
introduced to pervasive environments that go beyond Higed database frameworks.
In section 4 we describe the framework design and presetdrayisvel details of its
implementation. We conclude with section 5 and describéwaduvork.

2 Related Work

The problem of data managementin a distributed environheesibeen well researched,
both in terms of wired infrastructure and infrastructueséd wireless networks (e.g.,
MobilelP). The work on distributed and federated datab&se®ll-known in the com-
munity [10]. Accordingly, we present work related to datan@gement in wireless
networks, and a short discussion of related work in the afeamressing user profiles.
Data Management in Wireless NetworkShrysanthiset al [9] consider discon-
nected operations within mobile databases by presentingchamism, which they call
a “view holder”, that maintains versions of views requirgdaboparticular mobile unit.
They also propose an extension to SQL that enables the prafitecapability-based
programming of the view holders. Kottkamp and Zukunft [88gent optimization tech-
niques for query processing in mobile database system#ttiatle location informa-
tion. They present a cost model and different strategiegdery optimization incorpo-
rating mobility specific factors like energy and connedyivBukhreset al [3] propose
an enhancement to the infrastructure-based mobile netmardtel of Mobile Hosts
(MHSs) connected over a wireless virtual subnet and Mobilpfut Stations (MSSs)
connected to a wired static network. They recommend thdiaddif a mailbox, which
serves as a central repository for the MHs that is maintaimethe cellular provider
and duplicated in all the MSSs. Pitoura [11] presents acafitin schema based on
augmenting a mobile database interface with operatiorswetaker consistency guar-
antees. An implementation of the schema is presented biynglisshing copies into
quasi and core; protocols for enforcing the schema aredotred. Finally, Demerst



al [5] present the Bayou architecture, which is a platform pficated, highly available,
variable-consistency, mobile databases for buildingatatative applications.

We note that in most of the previous work, the wireless néetware supported by
the fixed, wireline infrastructure, where query optimipattechniques require the sup-
port of wireline networks. Our work assumes no support fromftxed infrastructure.
When the MH requires instantaneous information (e.g. traffidates or bad weather
warnings), it may be more easily accessible from other ‘lldéids than a fixed node.
In our work, a mobile device is always in nomadic mode, as @dflyy [3] and [8].

User Profiles:The data management community of late has been advocatng th
use of “profiles”, especially when dealing with pervasiveteyns and stream data. For
instance, Ren and Dunhamm [12] represent a profile as a tiollesf continuous loca-
tion dependent data queries. The location dependent ddg¢adsibed in terms of tuples
in a single-relational database (e.g., all hotels and westds in a city). A user then
specifies her preferences by constructing several SQL epibased on the database
schema. In a seminal paper, Cherngdlal [4] explore the use of profiles in the area of
client/server based data recharging for mobile devicesy Hiscuss the requirements
for a successful profile as well as describe the need for adblanguage that enables
expressing such profiles. Their profile consists of two sesti namely the “domain”,
which is responsible for the data description, and the itytjl which is a numerical
function denoting the data importance in respect to otHermmation. While a step in
the right direction, we argue in section 3 that this notiopmffile is somewhat limited.

3 Challenges of Data Management in Pervasive Environments

If each entity in pervasive environments is capable of bosipy and answering queries,
we can describe this model as a type of mobile distributedbdese. However, it is far
more complex than the conventional client-proxy-serveeldanodel. We illustrate this
by classifying our environment along of four orthogonalsee., autonomy, distribu-
tion, heterogeneity, and mobility ([6]). This system is Hligautonomous since there
is no centralized control of the individual client datalmdé is heterogeneous as we
only assume that entities can “speak” to each other in somgaiéormat. The system
is clearly distributed as parts of data reside on differembjguters, and there is some
replication as entities cache data/metadata. Mobility édarse a given — iad-hocnet-
working environments, devices can change their locatiand,no fixed set of entities
is “always” accessible to a given device. This is distinonhifirthe issue of disconnection
management that is traditionally addressed in the work ohilmadatabases. In those
systems, disconnections of mobile devices from the netwoekviewed as temporary
events and when reconnected, any ongoing transactiongéetthie mobile and the
server will either continue from the point of disconnect@rbe rolled back.

As devices move, their neighborhood changes dynamicalince, depending on
the specific location and time a particular query is givea,dhginator may obtain dif-
ferent answers or none at all. Unlike traditional distrémitlatabase systems, the query-
ing device cannot depend on a global catalog that would keetalsbute its query to the
proper data source. Additionally, under high mobility citimchs where current wire-
less networking technologies cannot support stable caiomsg there is no guarantee
that the device will be able to access information that essioch neighboring devices.



In other words, data is pervasive — it is not stored in a simgfsitory but is dis-
tributed and/or replicated in an unknown manner among & lawmber of devices and
only some of which are accessible at any given time. Querigifay similar reasoning
serendipitousif one asks a question to which the answer is stored in thaitsichen
the query succeeds. Such a situation seems to leave too mwtiamce. To improve
the chances of getting an answer to a question no matter wieeasked, each device
should have the option to cache the metadata (e.g who haslatagtand perhaps even
the data obtained from neighbors in its current vicinityfidher complicate matters,
each data source may have its own schema. Not all possibéenschnappings can be
done a-priori, and some devices will be unable to transtaentdue to their limited
computational capabilities.

In addition, cooperation among information sources cabeajuaranteed. Clearly,
the issues of privacy and trust will be very important for ajsive environment, where
transactions and involved entities are random [14]. Accaylgl, there may be an entity
that has reliable information but refuses to make it avéglad others, while another is
willing to share information which is unreliable. Lastlyhen an entity makes informa-
tion available to another entity, questions regardingrits’pnance, as well as protection
of future changes and sharing of that information arise.

In general, for pervasive systems to succeed, much of tkeaiction between the
devices must happen in the background, without explicit &munmtervention. These
interactions should be executed based on information imptbéle. For instance, a
diabetic user’s profile can say “Always keep track of the asthospital”, influencing
what data thénforMa will seek to obtain and which information sources it willénact
with. Of course, the question arises: “what exactly shoufitcfile contain?” As we
mentioned, perhaps the best work on profile driven data neanagt is due to Franklin,
Cherniak and Zdonik [4]. We argue that their profiles, whigpliitly enumerate data
and its utility, are not sufficient. A profile should not simponsist of information
about utility values of fixed data domains, since in pen@sivmputing environments
both the domains of data which a user may need, as well asility, will change
with the changing context of the user. We believe that a grafilould be described
in terms of “beliefs”, “desires”, and “intentions” of the &rs a model which has been
explored in multi-agentinteractions [2]. The “beliefspresent information that should
be treated as facts, and assigned “utility” and “reliafilitalues or functions to enable
comparison with other information stored in a profile. Foample, these may include
information about user’s schedule or cuisine preferendesinformation in the profile
of Cherniaket al. would in our system be treated as “beliefs”. A “desire” regmmts
a wish the user would like to accomplish. Each desire is ads@gaed “utility” value
and function. Lastly, an “intention” represents a set ofmtted tasks — these can either
be deduced from “desires”, or be explicitly provided. Foammple, the profile may
contain user’s desire to listen to country music as perfdrimg Shania Twain. The
system should deduce from this the intention to downloachiah&wain MP3s. This
intention would then influence the information gatheringpdngor of the user’s PDA.
Alternately, a user may explicitly provide an intention targhase Shania Twain CDs.
Upon entering a mall, the device will try to obtain infornmatiabout new releases from
the local music stores. The “intentions” of user, moduldigdhe “beliefs” as well as



contextual parameters, including location, time, batgemyer, and storage space, allow
the InforMa of each entity to determine what data to obtain and its redatiorth. We
note here that the context information could also be reghede“beliefs” that were
dynamically asserted and retracted.

We believe that a semantically rich language, such as thewmently pursued by
the W3C Consortium and DARPA (DAML+OAR), provides a rich framework to repre-
sent our enhanced profiles. The advantages of this selertotwo fold: By adhering
to an already existing language, the syntax and rules doaa to be duplicated by
creating a new formal language. Secondly, by utilizing gleage used by the Semantic
Web, the devices will be able to use the vast resources aiaibta the Internet as well
as the resources availablead-hocnetworks.

4 Framework Design and Implementation

Our framework is designed to handle serendipitous quemmbdata management ef-
ficiently and scalably in mobilad-hocenvironments. The framework consists of mul-
tiple instances of the following components: a meta-dapaesentation, a profile, a
communication interface, an information provider, and afoimation Manager that
we calllnforMa.

4.1 Metadata Representation

The schema (ontology) for every information provider, imfiation instances and even
a profile must be understood by other entities in the enviemtmif this is not true,
then the information is useless. At the same time, it is thtéeally possible that all
schemas are described in a different language. In this wasst scenario, the existence
of a schema translator becomes paramount. We can easilhaethis is not a scal-
able solution and that the translator quickly becomes devatk, preventing smooth
exchange of information. We have, therefore, decided tausmmmon language to de-
scribe the schema for any information provider and chosesémantic DARPA Agent
Markup Language (DAML) for this purpose. In addition, instas of information, such
as queries and answers, together with a user profile are edsoibled in DAML.

We focused our efforts on developing ontologies that woeartost useful for de-
vices in moving vehicles. These include ontologies for dbsw user profiles, and for
describing queries and answér€ommon well-known information providers, useful to
such devices, are emergency related (e.g., police, medivdlifire department), traffic
and road condition related, weather related, and maintenagiated (e.g., gas station,
towing service etc.). The ontologies are based on and vemjasito the DAML-S on-
tology*, which attempts to comprehensively describe serviceh®WWW. Using the
DAML-S like description, we are able to match queries witfoirmation provider reg-
istration information as well as with particular answetamses. Accordingly, a device
can describe itself by defining the appropriate service risdtienplements, the process
models that provide the information, and the required ispoibe provided.

2 http:/lwww.daml.org/
% http://mogatu.umbc.edu/ont/
4 http://www.daml.org/services/



4.2 Profile

Since some entities in thed-hocenvironment are required to operate autonomously
without an explicit human intervention, the entities mustdaccess to individual rule-
based profiles. These profiles are used to determine bothutihent and the future
actions of the entities. We model a profile in MOGATU in ternfisheliefs”, “desires”,
and “intentions”, and encode it using DAML-based ontolsgas we have previously
discussed in Section 3. The “intentions” of user, moduléiethe “beliefs” as well as
contextual parameters, including location, time, batgewer, and storage space, allow
the InforMa of each entity to determine what data to obtain and its redatiorth. We
note here that the context information could also be reghede“beliefs” that were
dynamically asserted and retracted.

4.3 Information Providers

Every device manages a subset of the world knowledge repyp#itat it can provide to
itself and possibly to others. Of course, this subset mapterisistent with the knowl-
edge of other devices and may even be empty. An entity is amiétion provider when
it possesses the capability to accept a query and generafmaopriate response based
on the body of knowledge (mainly facts) under its controle3é facts could be associ-
ated with practically anything in the world, for example theation of gasoline service
stations in a certain area and price of gasoline at eaclostaéfioreover, any device in
our framework can provide information about more than oae<bf knowledge. At the
same time, some devices may be too resource-limited orwiberestricted to be able
to store or share any information at all. These devices osdyinformation advertised
by peers in their environment.

Information providers register themselves with the looatance ofnforMa. They
may also register themselves or be registered with reinédeMas. In the latter case,
both information about information providers and the imfiation under the control of
those information providers is disseminated to all parthefad-hoc environment.

In our implementation, an information provider registesif upon start-up with
its InforMa by sending a registration request including a descriptibitsoschemas.
InforMaadds it to its list of local and remote information providénorMa now knows
how to route it any query that this provider is able to ans@erreceiving a query, the
provider attempts to answer it and sends back its resportbe focalinforMa which
routes it back to the source. Renewal of registration indiom at a remoténforMa is
the sole responsibility of the providénforMa simply removes the information related
to the provider from its table, once the provider’s lifetitmes expired.

4.4 InforMa: Information Manager

Every entity implementénforMa, which is a local metadata repository that includes
schema definitions for locally available information prdeis and particular facts such
as queries and answers for local and non-local informationigers. Accordinglyin-
forMa stores advertised schema for local information providadsalso for those that

it believes the device can reach by communicating with odlesices in its vicinity. In
addition, InforMa stores facts that were produced locally or that were obdafrem



others. For example, when a device has a local weather iatiwmprovider and it fur-
thermore knows that it is rainingnforMaincludes metadata to reflect that knowledge.

Based on their model of interaction with their peers, we osfing four basic types
of InforMa instances. In the most simple form, thBorMa maintains required infor-
mation about information providers locally present on tlegide. Each entity in the
ad-hocenvironment is required to implement this typdaforMa. We believe that this
type would be most suitable for resource-limited devicasaddition, this particular
form of InforMa is most suitable for entities whose environment changesisag\ny
time a query is posethforMa is contacted to provide an answigrforMa first attempts
to determine whether any local information provider is dcdpaf answering the query
and contacts it. Otherwise, thforMa tries to locate some remote information provider
and requests its assistance. Finally, when all previoesngits fail, it attempts to con-
tact all of its neighbors to ask them for their help. Howeweige the query is satisfied,
the InforMa may choose to forget any information obtained from the o#mgities, in
order to save memory. As an extension to the first typelrtfeeMa may decide to tem-
porarily store the foreign information in the hope that aifetquery may be answered
by reusing it. In this category, knowledge availabldriforMa still remains restricted
to the entity. For more resource-rich devices, ltiferMa may decide to not only store
information related to local information providers (and ines obtained while answer-
ing local queries) but also accept information that wasadigeated by other entities in
its vicinity. Henceforth]nforMa is now more capable and efficient in satisfying queries
that originate from its home entity. Finally, the most cdpdhforMa instance makes
its knowledge available to all entities in its vicinity byaapting their query requests
and by actively advertising its knowledge.

Query Answering: InforMauses all the information encoded in the DAML meta-
data to find an appropriate answer or to locate an informatiomider that could po-
tentially answer the query. In our framework, edoforMa first tries to find a valid
non-expired answer. Next, it tries to match a local infolioraprovider, a remote in-
formation provider, or at least some otheforMa that could have a richer cache. The
matching is done by finding the appropriate process model vatidating all inputs
and outputs when necessary. We have implemented the cénasr@work using graph
and search techniques; however, it is possible that morabdaimforMa entities may
also utilize more powerful reasoning techniques usingdgrehgines.

Caching:Every InforMa has a limited cache in which it stores registration infor-
mation, queries and answers for a short period of time. Ddipgron its mode of op-
eration, the cache size, the arrival rates of registratiformation and queries, and the
lifetime of the registration informatiorinforMa may or may not be able to answer
a certain query. In order to increase the chances of respomudisitively to a certain
query and to decrease response tilnéggrMa can employ various cache-replacement
algorithms to cache responses to previous queries togeitteinformation provider
advertisements. We have implemented both hybrid LeastiRgcdsed (LRU) and
Most Recently Used (MRU) replacement algorithms utilizangriority-based scheme
allowing InforMa to determine what information to retain and what to discattese
algorithms work like the standard LRU and MRU algorithmspeweer, they assign the
highest priority to local information providers first, folwed by remote information



providers, and the lowest priority to answers to previousrigas. Additionally, we have
implemented a preliminary semantic cache replacementidigothat uses a profile.
The user profile is used to generate standing queries as svieldgetermine the utility
value of all cached information. The device uses these @si¢wicontact other devices
in its vicinity in the hope of obtaining information that thuser may require in near
future. The semantic replacement algorithm applies tHiyutalues of all cached and
incoming information to manage the limited cache size. Adowly, along with time
considerations of LRU and MRU algorithms, the semanticeHadgorithm also covers
other contextual dimensions.

Advertisement and Solicitatiotn addition to supporting the registration of infor-
mation providers, our framework also supports the concepblicitation of informa-
tion about information providers. Henceforth, evémjorMa can periodically send so-
licitation requests to its peers. When a new informatiovjoter is discoverednforMa
caches the information if possible. Similarly, evénjorMa can advertise its informa-
tion providers to all its neighbors in the vicinity. One intgant point to emphasize here
is that solicitation of information providers from remadtdorMas and broadcast-based
advertisement is restricted to 1-hop neighbors only. Tresgnts unnecessary flooding
of this information across the network.

Multi-Hop Networks and Routindt is possible for a query to travel multiple hops
within our framework. EverynforMa knows either the final destination of a particular
message or a route to it. It obtains the information as fdtowhen a remote query or
registration arrives on the Bluetooth or the Ad-Hoc 802rité&rface)nforMa stores the
address of the remote device in its routing table. When, erother hand, it receives
a remote forwarded query or registration request, it notdssirouting table that the
source of the message can be reached through the forwantiessiit already knows
how to reach the source. To facilitate this routing mechanise ensure that every
message contains the Bluetooth or the 802.11 device adufrdes source.

4.5 Experimental Results

For evaluating our framework, we simulated the scenarioeviaks exchanging data
while passing by one another. This was done with the use @fraelaptops and iPAQ
3870 devices. Connectivity was provided by Bluetooth (edaleel in the iPAQS, Erics-
son cards connected on serial ports on the laptops) andB6ards in Ad-Hoc mode.
Our first set of experiments simply validated the workingted system. A device was
able to discover information from nearby devices, bothdaiyeconnected and those
more than a hop away. It was also able to cache data and regpgnéries. The test
consisted of four devices and was executed over a simulatéatjof 100 minutes. De-
vice A was able to communicate with deviBewhich in turn was in range of devices
C andD. DeviceA provided weather information and devibehad information about
locations and prices of nearby gas stations. We evaluagdytstem by randomly se-
lecting a query and assigning it to one of the four devicesavhbnitoring information
present at each cache. For example, when deviasked for the closest gas station, it
was able to deduce that devibPecontains the required information and that the query
should be routed through deviBe Moreover, when devicB received the query, it was
able to immediately return a cached answer instead of rgtiia request to device D.



We next studied the impact on the performance by varying #the size of each
InforMa. Since our present implementation must linearly scan thkecto see a match-
ing DAML structure, increasing cache size increases theuautnaf time spent on this
scan. However, even for a 30K cache, the processing time masavage 5ms per query
after 100 runs. The network transmission time completelpidates this in Bluetooth
environments (4.56s to transfer a 1.0KB “query” and to séedésponse). Even for the
much faster 802.11 devices, the time needed to send the gondmeceive the answer
over the network was five times longer (27ms combined rouipdime)! We expect
to incorporate ongoing research into creating indices fAMD statements in future
versions ofinforMa so as to increase the processing speed.

Next, we compared the performance of cache replacementigmlnamely LRU,
MRU and the semantics-based algorithm that we proposetilety, the algorithm that
can use the information in the profile to know that type of infation the user needs
should do a better job of caching. To validate this, we carsid a scenario where the
device is mobile and receiving two types of advertisementse-from local restaurants
and the other from clothing stores over a simulated periotiO8f minutes. The prob-
ability of the device receiving either advertisement tyes\.5. The profile indicated
that the utility of the restaurant information was 9 timesgttbf the clothing store infor-
mation. As such, the simulated user queried about restea®@aimes as often as about
clothing stores. The goal of the device was to anticipateuter’s future demand as
dictated by the user’s profile, consequently ensuring thatieeded information was
cached (if previously available). The worst performer iis thcenario was MRU with
success rate of 0.37. This was followed by LRU with succets 060.63. The best
performance was the semantic replacement algorithm, withess rate of 0.87. The
success of the semantic replacement algorithm is attbkeita the high accuracy of
the predictions based upon the profile.

Lastly, we studied the performance of our framework in onp-and multi-hop
networks. As we have described earlier, the transmissieadspfor a single hop were
4.56s seconds in Bluetooth environment and 27ms secon@ ot 1 based devices.
The measured results indicate that Bluetooth connectisifgst enough to allow ex-
changes and interactions in relatively stable environsi@ng. a person in a mall, cars
traveling in the same direction on a highway) which cover ynafithe pervasive com-
puting scenarios. However, if the relative speed of objeatsotion is high, then current
networking technology clearly precludes the use of septudis querying.

5 Conclusions and Future Work

We have addressed the issues of mobile data managemenvasperenvironments

by proposing a framework that is capable of handling a hgemeous set of mobile
devices. We have presented the need for a robust framewallieg serendipitous
querying in mobilead-hocenvironments. Each device is represented by one informa-
tion manager|/nforMa, and a number of information providers (data sources). Each
device may also contain a profile reflecting the user’s “liglj¢desires”, and “inten-
tions”. The profile and other information is encoded in a setally rich language.
Our implementation concurrently operates over both Blot@and 802.11 Ad-Hoc
networks. ThdnforMa collects information about the current environment, anelsus
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it in conjunction with the profile to predict its user’s fueurequirements. We experi-
mented and tested three alternative cache replacemeaigsdais well as query routing
over multi-node paths. Our results show that the semanticeceeplacement algorithm
outperforms both LRU and MRU replacement policies. Addilby, our results show
that both Bluetooth and 802.11 support routing over mudtipdes.

In this paper, our focus was to address the issues conceitifeduerying and pro-
cessing, which are similar to read-only mode operationsfiorination access systems.
We will extend our model by adding write-mode data accesepet allowing for full
transaction capabilities.
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