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Abstract CASSIS is used by CAS in a year round effort from ac-

cepting proposals to project monitoring. Research propos-
Policy enabled applications are being increasingly em- als submitted byAcademic Researcheencapsulate infor-
ployed to support responsive Information Technology ser- mation common to typical proposals like principal investi-
vices. In competitive business environments, such servicegators, area of work, collaborators, requested funds,-dura
increase adaptability of both software and the processestion etc. CAS is responsible for these submitted propos-
they implement through externalized business and securityals, primarily through th&€€AS Headand theCRSM(CAS
logic. Over the last decade this has driven both industry Research Staff Member) who make decisions that include
and academia to contribute to policy research and engi- identifying reviewers evaluatorsand sponsoring depart-
neering, by developing specification languages, framesvork ments within IBM, to the eventual acceptance or rejection
and toolkits. Since this work has typically been applied to of the proposal. The overall nature of proposal content, and
and evaluated using new enterprise solutions, policy man-the workflow used by various role players, makes CASSIS
agement for existing applications has been less well stlidie an interesting case study for policy enablement.
In this paper we share our experiences on policy enabling We summarize our primary contributions as (i) Our re-
an existing web based solution, together with identifying port on discussion with users and management of an exist-
new policy enabling requirements from a specific class of ing enterprise system is useful for business rules and orga-
enterprise systems. nization modeling across other organizations and systems,
(ii) Our completed work on privacy enablement provides a
more adaptable solution with minimal changes to the exist-
1. Introduction ing infrastructure. (iii) Our study on business policy eleab
ment of a specific class of enterprise IT systems formalizes

Policy enabled systems have been successful in varioudh® notion of policy management using knowledge on the

domains ranging from network infrastructure, multi-agent Web and details what it entails.

to distributed systems in general. Most of these real world

systems leverage the benefits of policy based access cond. M anagement and User Requirements

trol. However, policy management in enterprise informa-

tion systems for a combination of access control and busi- CAS is an organization run using a rotational manage-

ness policy management is not well studied. We hence animent system, in which employees of IBM are assigned to

alyze the exact requirements of an existing enterprise-info CAS over varying periods of time. As a result, CASSIS re-

mation system through a study of a widely used application. quirements evolve and adapt over time, driving changes to
CASSIS is an Information System (IS) developed by its design and implementation. One of the primary goals

CAS (Center for Advanced Studies) [8], a collaborative re- of the management was to make the system easily adapt-

search organization within IBM. CAS is spread across five able through the specification, management and enforce-

countries, and as a whole, collaborates with university fac ment of policies, thus reducing the monetary cost and hu-

ulty and PhD students to apply their research to IBM prod- man resources required to maintain CASSIS in a competi-

ucts and processes. Towards managing this relationshiptive and increasingly stringent business environments Thi
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as to maximize overlap, minimize redundancy and enable3. Privacy Policy Enablement

compatibility with similar systems across IBM. We first an-

alyze privacy policy requirements before discussing busi- PMAC! stands for Policy Management Autonomic
ness policies. Computing and is a policy driven framework aimed at re-

CASSIS is organized as a role-based application in a@lizing IBM’s Autonomic Computing vision [5]. PMAC
which users are responsible for different aspects of theprovides a toolkit complete with a policy language, editor,
workflow based on their current roles. All fields in the pro- analysis system and deployment capabilities. It uses ACPL
posal are visible to the primary role playe@RSMandCAS  (Autonomic Computing Policy Language) as the underly-
Head ReviewersaandEvaluatorsdo not get to see reviews ing policy language. A key feature of ACPL is its notion of
and evaluations of each other, and reviews and evaluation$/singbusiness value specify priorities between policies.
are not open tiAcademic ResearchersThe management In order to policy enable the privacy aspects, we employed
did not have any new requirements for making certain fields policies encoded in ACPL and enforced using the PMAC
accessible to specific role players. However, the priaritie framework. The primary reasons behind our use of PMAC
of the management, in the order of precedence, included:as the policy enabling toolkit were its efficiency, compati-
(|) privacy requirements should be eas”y adaptab|e, (“.) p blllty with the existing production environment of CASSIS,
vacy practices must be transparent to users, (iii) the appli €xcellentinternal support, simplicity of the policy larege
cation should enable automated compliance verification toand clear development architecture.
relevant privacy rules within IBM as well as laws of the =~ We used solicited synchronous policy guidance from the
host country (as and when they are made statutory). TheAutonomic Manager using the provided Java API. The man-
first of the three requirements had to be addressed immedi@gement specifies privacy policies of CASSIS offline and
ately from the policy enablement perspective. The last two deploys them on PMAC using the policy editor. This en-
requirements would lead to enabling translation of privacy ables independent changes to the privacy policy without
policies to P3P (or a similar vocabulary [6, 3]) and an enter- mandating changes to the actual implementation, one of the

prise specific vocabulary or ontology [4] for accountapilit ~ key advantages of policy enablement. Such deployed poli-
to statutory and organization specific laws and rules. cies are enforced by the CASSIS web application when role

Though CASSIS consists of many role players, we con- players work on the proposal using various views. A par-

sidered business policies as viewed by one user type, théial snaps_hot_ Qf one S_UCh policy is shO\_Nn in Figure 1 It
CRSM. Business policies influence the way a proposal shows an individual privacy rule for thieeviewerole speci-

is viewed during its lifecycle in the CASSIS workflow, [Ying constraints on viewing the fields of the proposzag-

Such policies will eventually be used to consider propos- SiSProposalScopscope) through theead andmaskstring
als with additional interest. Some of the important facets constants. Similar rules can be encoded for all fields of the

of the business policy include: (§losenessto IBM Par- proposal f(_)r different’role p_layers. .
ticipants, in which past collaboration experiences of par- In addition, ,A(_:PLS .ab.|I_|ty to use busmes; valge as a
ticipants (IBM Employees) in the proposal are analyzed means of specifying priorities between rules (in this case -

semi-automatically (based on co-published papers, patson 2CC€SS control) could aI§o have been exploited. While thi;
communication etc.), (iiGoals of the sponsoring group, was not a current requirement, the management immedi-

wherein the sponsoring groups specify certain areas of re_a_tely noticed_ the usefuln_ess OT using such prioritiz_ed-poli

search collaboration as important to IBM. For instance, cles to override defaulj[s in their sy_stem, by sele_ctlvely en

IBM's push towards Autonomic Computing would consider abling access to certain fields for important reviewers and

Policy related research to be of high short-term interest, a evaluators.

(iii) Connectionsand Collaborations, of principal investi- ] ]

gators with other IBM employees, or collaboration history 4. Business Policy Enablement

of the principal investigators in academia and their rasult

(through publications, patents etc.) are considered. Business Policy Enabling CASSIS put forward new chal-
These policies when made explicit act as recommenda-lenges_' which.in turn .made t.he exercise of requirgments

tions for role players, enabling them to comply with CAS gathering particularly interesting. Two of the key issues

business policies during their actions in the workflow. Pol- Included (i) functioning and decision-making process in

icy enabling the business hence requires addressing cerc”SS!S is influenced not only by local knowledge but also

tain important issues. The primary challenge is to identify by knqwledg_e _external to_ the CASSIS (|_|)_unI|ke privacy
what part of the business policy can be made explicit, what (security) p(_)I|C|es and actlon-regctlon policies emptbire
knowledge bases do they operate on and what this entails(?ther do_malns_, the r(?sult of policy rules are recommenda-
and how such explicit business policies can be incorporatedhons which guide actions of the actors.

through externalized business logic for CASSIS. Lhttp://www.alphaworks.ibm.com/tech/pmac/




<acpl:Policy

decisionName="CassisProposalPermissiofi
policyEnabled="true"

policyName="ProposalPermissionPolicy

<acpl:Condition>

<exp:Equab>
<exp:PropertySensorpropertyName="role" />

<exp:StringConstant
<Value>reviewer</Value>

</exp:StringConstant

</exp:Equab>

</acpl:Condition>

<acpl:Decision>

<acpl:Result>

<acpl:Property propertyName="permissions">

<exp:CompositeDataConstant

<permissions>
<fundrequest-read</fundrequest-
<fundapprove>mask</fundapprove-

</permissions>

</exp:CompositeDataConstant

</acpl:Property>

</acpl:Result>

</acpl:Decision>

<acpl:BusinessValue>
<Importance>6</Importance>

</acpl:BusinessValue>

<acpl:Scope>

<acpl:StringScope>
<Value>CassisProposalScope/Value>

</acpl:StringScope>

</acpl:Scope>

</acpl:Policy>

Figure 1. This ACPL description encodes an individ-
ual privacy rule for the reviewer role specifying con-
straints on viewing the fields of the artifact through
the ‘read' and ‘mask’ string constants.

Even though policy enabled software systems have bee
engineered for over a decade, knowledge driving these poli-
cies is local, readily available from the application stand
point, and is often not considered as a first class citizen i.e
at the same importance level as policy specification. Recen
research [10][7] has initiated a focus on this aspect by en-
riching the existing knowledge base through reinforcement
learning and mining. The business requirement of CASSIS

n

t

implications for policy enablement.

IBM, being an organization of over three hundred
thousand employees, has a fairly sophisticated and well-
organized Intranet. One of the popular services on the In-
tranet is the IBM Blue Pages [2], a directory of all employ-
ees. In addition to listing contact details, location, dasr
tion and other detalils it also lists employee hierarchy & th
management, people managed, department, skills, projects
and experiences. IBM also has useful knowledge stored
in databases maintained by different departments like red-
bookg, patents etc. published as different services either
in the Intranet or Web scope. In addition to the Intranet,
the World Wide Web is a large knowledge base by itself.
For CASSIS, some of this available knowledge does have a
potential impact on the business. In particular, the domain
of interest for CASSIS is the large wealth of information
on the academic community, specifically their ongoing re-
search and collaborations, that is readily available thhou
Citeseet and DBLP.

The combined knowledge of the Intranet and the Web is
highly important from the CAS stand point. What is lacking
however is a way of using them together through integration
to a common data model, followed by identifying what this
would entail for policy enablement. It turns out that the
former aspect of data integration is another current thrust
within the organization. IBM is adopting ideas of the Se-
mantic Web vision [1] by RDF (http://www.w3.0rg/RDF/)
enabling information on their Intranet. RDF (Resource
Description Framework) is the graph based data structure
that underlies the Semantic Web. IBM is using RDF as a
content management mechanism through the development
of Luna, a framework for knowledge integration of data
sources within IBM. We are currently working on integrat-
ing this knowledge with those available on the Web.

From the policy specification stand point, aggregated
knowledge of the Intranet and the Web taken together has
certain important characteristics: (i) Unbalanced, int tha
the dataset is biased towards specific academic communi-
ties, author types or geographic locations [9], (ii) Contflic

ing, where DBLP and Citeseer present mutually conflicting

information for the same publication or author, (ii) Mutu-
ally Reinforcing, i.e. the datasets together reinforcerthe

revealed another interesting dimension, where knowledge o .
9 9 knowledge about a publication or author, (iv) Not com-

openly available on the World Wide Web, in combination ) ) )
pletely trustworthy, by which content extraction techréqu

with Intranet knowledge, and that of the application drives ; blicati " K thor attributi that
business decisions through recommendations. This is dif- rom publications sometimes make author attributions tha
are not necessarily correct.

ferent from knowledge useful for privacy enablement that _ ) ) .
While the mutually reinforcing characteristic is useful,

involved only role of the actor and fields of the proposal. h h i q h i dati
The challenge then is to identify useful knowledge sources, '€ Other attributes mandate that policy recommendations
be accompanied by information as to why such a recom-

integrate them, analyze properties of integrated knovdedg ! X
to clarify what sets it apart, and finally explore how this ef- mendation was made, and why a recommendation was ac-
fects business pol!cy enablement, f_rom the t_oolln_g, policy 2hitp-/Iredbooks. ibm.com

language and engineering perspective. We first discuss the spyp/citeseer.ist.psu.edu/

nature of existing knowledge sources before analyzing thei  “http:/dblp.uni-trier.de/




cepted by a CAS role player. These specific characteristicsSimilar recent efforts by the World Wide Web Consortfum

of the underlying knowledge and requirements of CASSIS show the importance of this issue in the broader context.
lead to a new model for business policies, slightly différen Policy enabling the business raised some important con-
from the well knowrnECA, Event, Condition, Actiomodel. siderations. Firstly, the knowledge driving business poli
We hence were required to consider policies as constitutingcies is becoming increasingly important. The broader area
{Event, Condition, Recommendation, Justificatiabbre- of business policy management driven by Web knowledge
viated asECRJ We briefly introduce each entity in the con- is becoming feasible, thanks to the exponential growth in
text of CASSIS: (i)Event is when a business policy guid-  structured knowledge publicly available on the Web. Sec-
ance is solicited. Theventmodel in CASSIS is similar to  ondly, the untrustworthy nature of such knowledge requires
the one found in tradition&CAand is fired whenrole play-  that aspects like recommendations and justifications be con
ers in CASSIS are involved in operations requiring policy sidered as entities of the policy model. We believe that-busi
guidance. (ii)Condition is a subgraph match as knowledge ness policy management on web scale knowledge will grow
driving CASSIS policies is encoded in RDF. Conditions can in importance in the coming years as policy enablement
readily make use of graph matching constructs provided bybecomes increasingly common. Our current focus is com-
SPARQL®, a query language for RDF (iilRecommenda- pletely driven by business policy enablement, and hence on
tion, is typically a recommended action for the role player. formalizing theECRJmodel.

These recommendations enable role players to take actions
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