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Abstract

Thispaperdiscussesur infrastructue for handlingdistributedsecurityandtrust. It outlinesa methodfor accessontrol
acrossdomainsthat handlescomplex inter domaintrust relationships.We havedevelopeda flexible representatiorof trust
informationin Prolog, that can modelpermissionsand delggations. We are currently working on modelingobligations,
entitlementsand prohibitionsaswell. This paperdescribesa schemefor restrictingre-delgationwithout usinga specific
delggationdepth.Usingexamplesthis paperexplainstheinternalworking of our systemandthetrustinformationthat flows
within it.
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1 Intr oduction

Authorizationin a distributedsystemss quite differentfrom thatin centralizedsystems.Variousschemedor decentral-
ized securityhave beensuggestedik e AccessControl Lists, Role basedAccessControl, PolicyMaker [1] etc. Thoughthe
above mentionedmechanismsare powerful, individually they areunableto meetthe all requirement®f trustmanagement.
Generallysecuritysystemshouldnotonly authenticat@isersput alsoallow usergo delegatetheir rightsandbeliefsto other
userssecurelyand have a flexible mechanisnfor this delegation. Most schemeitheronly supportauthenticationignor-
ing delgyationaltogetheror supportdelggationto someextent without providing the flexibility neededor do not provide
sufficientrestrictionson delegationof rights.

We have tried to solve this problemthroughthe applicationof a chainof trustusingrights and deleggations[5]. In our
systemwe modelpermissiong&stherightsof anagent.We associateightswith actions,sopossessionf aright permitsthe
correspondinggentto performa certainaction. Thesepermissionganbe extendedvy delegationfrom anauthorizedagent.

This paperis organizedasfollows : 2 discusse®ther similar approacheswhile 3 discusseshe problemandthe two
scenariosve target. We thenexplain our infrastructurein brief in 4. We subsequentlgiscusghe syntaxusedin the system
including rights anddelegationsin 5. 6 expandson the architecturen greaterdetail giving a brief example,andsection7
discussesur ontology 8 talksalittle bit aboutthe policy andhow it is used.We describethe working of our systemwith
examplesin 9. 10is adiscussiorof futureresearctdirections,and11 containghe summary

2 RelatedWork

Blaze,whocoinedthetermDistributedTrustManagementriesto solvetheproblemby simpleaccesgontrol,but without
ary authenticatioror delegation. [1, 2]. The Simple Public Key Infrastructure(SPKI) wasthe first proposedstandardor



distributedtrustmanagemen]. This solution,thoughsimpleandelegant,doesnot helpin delegations.W.Johnstors Use-
ConditionCenteredApproach[10] usescertificategor use-conditionshatarecreatedy thoseresponsibldor theresources.
This approactcanonly be usedwhenthe resources simpleenoughto be describedby use-conditionshut in large systems
therecouldbe mary typesof accesdik e read,write, executeetc. Anothersystemwe lookedatwasTE [11] from IBM. But
we found thatit wasinadequatdecauset only considergole authorization.Delegationlogics [12, 18] from IBM is very
similarto our approachbut is not ableto captureadequatelyhe constraintsassociatedvith rightsanddelegations.

Although the above mentionedmodelsare very powerful, individually they wereunableto meetthe all requirement®f
trustmanagemeniGenerallysecuritysystemshouldnot only authenticateisers but alsoallow themto delegatetheirrights
andbeliefsto otheruserssecurely Thesystemsnentionedabove eithersupportonly authenticationgnoring delegationalto-
gether or supportdelegationto someextentwithout providing the flexibility neededor do not provide sufficientrestrictions
onthedelggationof rights.

We drew on the key pointsof mostof the abose-mentionedschemesand put togetheran infrastructurethat usesX.509
certificatesandpoliciesto enforcesecurity A policy containshasicor axiomaticrights, rightsassociateavith roles,rulesfor
delegation,andrulesfor checkingvalidity of requests.

Oneof themostimportantfeaturesof our systemis thatit allows agentgo delegateary right thatthey mayhave. Whether
thesedelggationsare honoreddependson the policy. Constraintscan be addedto both the actualdelggationandto the
delegatee tighteningcontrol on the rights and permissionsandwe usea redel@atableflag that controlswhetherthe right
canbefurtherdelegated.

3 The Problem

We have tried to solve the problemof trustmanagemenin a systemwhich haswidely distributedresourcesandagents.
Therearetwo scenarioshatwe havetackled,aHome/Ofice Automationmodel,andanelectronicSupplyChainManagement
systemike EECOMS|[35]. We have successfullyimplementedhe EECOMSscenarioand are currently working on the
SmartOficescenariowith portabledevices.

3.1 EECOMS : IBM project

This work wassponsoredy the CIIMPLEX consortium[35] for the ExtendedEnterpriseCOalition for IntegratedCol-
laborative ManufacturingSystemgEECOMS)projectwhichis aimedat providing asetof technologiedor integratedsupply
chainandbusinesgo businesslectroniccommerce.

We implementeda distributed trust mechanisnfor a Supply Chain Managemensystemfor the CIIMPLEX EECOMS
project[6]. A supplychainmanagemergystemconsistof groupsof agentshatareeithervendorsor clients. Theseagents
needto accessesourcesn eachothers’domains.For example,a softwareconsultanimay needto accesshe databasef its
client. Eachgroupof agentsthatare part of the samecompaly form a policy domainandfollow the samesecuritypolicy.
The policy in eachdomainis enforcedby specialagentscalledsecurityagents Agentsareidentifiedby anID certificate,
whichis an X.509 certificate. All communicatiorin the systemis via signedmessagesSecurityagentsareableto reason
aboutthesesignedmessageandpoliciesto provide authorization.

Agentscanmake requestseitherfor certainactionsor to askfor permissiornto performsomeaction,andthey attachall
theircredentialsi.e. ID certificate authorizatiorcertificatestc. to theserequestsThe securityagentsgenerat@uthorization
certificateswhich canbe usedas’tickets’ to access certainresource.The authorizationcertificatesare generatedasthe
resultof arequestfor permissionjf the requests valid. Policiesconsistof rulesaboutauthorizationdelegationandsome
basicknowledgeaboutthe agents.This knowledgecouldbeabouttherole of theagentsandpermissionsassociateavith the
agentsor theroles. An agentis allowedto executeary actionthatit hasthe permissiorto executeor if the ability hasbeen
delegatedto it by anagentwith theright to delegate.In our systemwe view 'delegation’ asa permissioritself. Only anagent
with theright to delegatea certainactioncanactuallydelegatethe action,andthe ability to delgyateitself canbe delegated.

We have developeda representationf trustinformationin Prolog,thatallows flexibility in describingrequestsanddele-
gations.Delggationscanbe constrainedy specifyingwhetherthe delegateehasthe permissionto delggateandto whomit
canredelgate.

This systemis currently being extendedby the addition of entitlements prohibitionsand obligationsandthe ability to
delegatethem.



3.2 Home/Office Automation

Ourarchitecturecould applyto thewirelessworld in thefollowing scenariolf avisiting lecturerata Universityneedgo
usea projectorin alecturehall, she/heneeddo bedelggatedthe right by someauthorizedpersonnellf the policy stateghat
all professorganusethe projectorandthatprofessorgandelegatethisright to thelecturer thelecturercanobtainthe’token’
from a professor Using a hand-helddevice suchasa PDA, mobile phoneetc. the visitor beamsher/hisidentifying tokento
theprojectoralongwith the delegationtoken. The projectormayor may not have the processingpower to reasoraboutthese
certificatesandrights. If it doesnothavethecapability theagentin the projectorsendghetoken (usingwirelessor wire line
communicationjo a’smart’agentthatevaluategdherequestindreturnstheresult. Theagentthatdoesthereasoningneedgo
checktheidentity of therequesteandthenmake surethattherequestehastheright to accesshe projector In this casethe
requestehasbeendelegatedthe right by a professorsothe agentshouldverify thatthe professothastheright to delegate.
Oncetherequests validated thevisitor canbeamher/hisslidesto the projectoragentthatstartsup the presentation.

We have startedexperimentingwith Bluetooth[34] andbelieve thattheabove scenarids nottoofarin thefuture[25, 20].

4 |Infrastructur e

Our architectureassumesghat eachgroup of agentsis protectedby specialsecurityagentsthattrust eachother These
agentsare responsiblefor authorizingaccesso services/resourcesithin that group. All delegationsare storedby the
securityagentwhich hasthe ability to reasoraboutthem. An agent(requestertanexecutea right or access resourceby
providing its identity and/orauthorizatiorinformationto the securityagent. The securityagentchecksthis informationfor
validity, andreadsits policiesto verify thatthe requestehastheright. If the requestingagentdoesnot have theright, the
securityagentreturnsan error messagegtherwiseit forwardsthe requesto the agentin chage of the resourceaccessor
agent,alongwith a messageayingthatthe requests authorizedby the securityagent. As the securityagentis trustedby
every otheragentin the system the requestingagentis grantedaccess.If the accessoagenthasthe computingpower to
reasoraboutcertificatesyightsanddelegationstherequestanbe sentdirectly to it, insteadof via thesecurityagent.

Therequestecanalsoobtainaccesso a certainresourcehatit previously couldnotaccessthroughadelggationfrom an
authorizedagent(delegator). An authorizeddelggator(an agentwith theright to delegatea certainright) delegatesthe right
by sendinga messagéo the securityagent. Thedelgygationhasto beapprovedby thesecurityagentandshouldconformto its
policies. Therequesteapproachethe securityagentwith its identity informationanda requesfor permissiorto accesshe
right. The securityagentverifiestheidentity of the requesteandcheckswith its policiesto make surethattherequestecan
be givenaccesgo theresource.The new delegationmakestherequestvalid. The securityagentgenerates authorization
certificatewhich containsa Prolog[36] lik e statemengiving the requestepermissiorno accessheresource.This message
is sentto therequestingagent. Thesestatementaredatedandarevalid only for a certainperiod. While the statementsre
valid, therequestingagentcanusethemasticketsto accesgshe resource.This causeghe entireprocesf verificationand
reasoningo be skipped,andthe requestegetsaccesdo theresourceassoonasthe authorizingstatements recognizedand
verifiedby theaccessoagent.

5 Syntax

We usea numberof predicatego representheinformationflowing in the system.
5.1 Rights

Our systemencodesightsinto alogical form in Prologasthefollowing
ri ght ToDo(agent Nane, Action, Constraint)

e agentName uri for theagent

e Action: representationf theability i.e. accessDB(db5)

e Constraint restrictionontheright, i.e. employee(agentName,XYZ)

Usingthis statementall kinds of rights canbe specified.An agentis giventheright to performa certainactionbasedon
aconstraint. An agentcanexecutetheactiononly if is satisfiesall the constraints.



5.2 Delegation

An agentcanexecuteary right, thatis eitheranaxiomaticright specifiedin the policy or thathasbeendelegatedto it. It
canalsodelgyatethis right to otheragentsjf it hasbeengiventheright to subsequentlgelegateit. A delegationitself is a
right which canbe delggated. So, an agentcould be giventheright to performsomeactionbut not to further delegateit or
giventheright to someactionandtheright to delggateit, or the right to delegatesomeactionbut nottheright to executeit.

So,anagentcandelegateary 'delegatable’right. Thisleadsto a chainof delegation,andif ary onelink is nolongervalid
theaccesss denied.We alsoallow for constraintonrights, delegationsandability to re-deleate.

One of the main featuresin our systemis that falsedelggationsare not rejectedas soonasthey enterthe system,but
arestoredfor later evaluationof a possiblesecuritybreach. An agenthasthe ability to make ary delegation,but whether
it is honoreddepend®n variousfactors,including the securitypolicy, the agents rights, andthe rights of the agentsn the
delegationchain.

The statementhatis usedto describedelegationsandconstrainton delegationsis

del egat e(l ssueTinme, StartTine, EndTinme, From To,
canDo( X, Action, CDC), |IDC, Redel egatable)

¢ IssueTme: whenthe statementvasissued

e StartTime: whenthedelggationbecomewalid

e EndTime: whenthedeleggationbecomesnvalid

e From: delgyatoragent

e To: delggateeagent

e canDo(X,Action,ActionCDC) : delegatedaction,X hastheright to theaction,only if X satisfieghe conditionCDC
¢ IDC : conditiononthedelgyation

o Redelgatable trueif the To canre-delgatetheaction

5.2.1 Typesof delegations

Ourwork in the EECOMSscenaridnvolved several differenttypesof delegationswhich we describehereandgive simple
examples.

e Time BoundDelegation: Thisis adelegationthatis valid only for a certaintime period

del egat (1105001120, 1105001121, 1110001120, From X,
canDo(Y, Action, CDC), enployee(X, abc), Flag)

Thedelegyationis only valid betweenl 105001125and1110001120.

e GroupDelgyation: This canbeusedto delegateto agentsfrom a groupwho satisfycertainconditions

del egate(l ssueTinme, StartTinme, EndTinme, From X
canDo(Y, Action, CDC), (enployee(X, abc), age(X, 24)), Flag)

This delegatego all employeesof abcwho are24 yearsold, the ability to performa certainaction.

o Action RestrictedDelegation: Thisis a delgyationthatrequiresthe delgyateeto satisfy certainconditionsbeforethe
actioncanbe carriedout.

del egate(l ssueTinme, StartTinme, EndTinme, From X
canDo(Y, Action, nanme(Y,john) ), (enployee(X abc), age(X 24)), Flag)



Only employeesof abcwho are 24 andnamedJohncanexecutethis action,evenif all emplojeesaged?4 have been
delegatedtheright.

¢ RedelgatableDelegation: In this delgyation,a right canbe delegatedalongwith the permissionto re-del@atethe
right.

del egate(l ssueTinme, StartTime, EndTinme, From To,
canDo( X, Action, CDC), IDC, true)

This statemenallows therecipientto furtherdelegatetheright.

o Strictly RedelgatableDelegation: This statementllows aright to be re-delgyatedwithout giving the delegateethe
right to actuallyexecutethe action.

del egat e(l ssueTinme, StartTinme, EndTime, From john,
canDo(Y, Action, notname(Y,john)), I1DC true)

Johnis giventheright to further delegatethe Action, but Johncannotexecutethe actionhimself.
6 Implementation

We have appliedour approachto a electroniccommercemulti-agentsystem,EECOMS, for evaluation. We use X.509
certificatescreatedby a CertificateAuthority (CA) asidentity certificatesand X.509 certificatescontainingsignedProlog
statementgisauthorizingstatements.

Whenan agentneedsto accessa resourcejt contactsits securityagentwith a SignedMessageObject, SMO, (referto
Data Structure)containingits ID certificateandthe request. If the securityagentis corvincedthat the requestehasthe
right andthe requestis within the compayy, it is allowed to go through. If the resourcebelongsto anothercompaty, the
securityagentcreatesan authorizationcertificateandreturnsit to the requester The requestesendsa requesto the other
compaly’ssecurityagentalongwith its ID certificateandits authorizatiorcertificate. Theresources securityagentverifies
all the certificatesandassecurityagentsaretrustedacrosscompaniesallows the requesto go through. This authorization
certificatecan be usedfor a certaintime period after which it expires. Thenthe agenthasto requesta new authorization
certificate.By having very shorttime periods revocationscanbe handled.

If anagentwantsto delggatea certainright, it sendsa SignedMessagédbjectcontainingthe delegationandits certificate
to the securityagent.As delegationscanbe madeto a groupof agentsit is not possibleto sendthe deleggationto eachagent.
Whenoneof theseagentsfor exampleagentl needdo usetheright, it approachethe securityagentwith a SignedMessage
Object. The securityagentknows that agentlhasbeendelegatedthe right, soit is authorized.The securityagentreturnsa
delggation certificatecontainingan authorizatiorstatemenin Prolog,giving the agentwith the correspondingd certificate
theright. If theresourcebelongsto anothercompaly, therequestesendgherequestwith thedelegationandID certificates
to the securityagentof the othercompary. The securityagentof the othercompary verifiesthe certificatesandchecksthe
delegationchain. If it is satisfied the accesss allowedto go throughandthe requesis forwardedto the agentresponsible
for theresource Similarto authorizatiorcertificatesdelegationcertificatesarevalid for ashortperiod,afterwhich theagent
hasto geta new certificate.

6.1 Data Structure

Eachagentcommunications a seriesof objects,basedon a simple Agent CommunicationLanguage(ACL) [23, 3§],
known as SignedMessageObjects(SMO). Each SMO consistsof a list of certificates,the requestor the authorization
statemensignedwith the sendergrivatekey, andotherrequiredfields. Therelevantcertificatesareincludedaspart of the
communicationdatastructureto expeditethe authorizationprocessmessagesignedmessage EachSMO shouldcontain
the ID certificateusedto sign the message.The messagdield containsProlog statementswhich can be eitherrequests
or delegations. The signedmessagdield, asits namesuggestscontainsthe signedversionof the Prolog statement.The
requestingagentsenddong with hisrequestpthercredentialghatwill strengtherhisrequest.



To verify thevalidity of a SignedMessagebjectthefollowing itemsarechecled: The certificatethathasbeenusedto
signthe messagehouldto be issuedby a trustedCertificateAuthority andshouldbe still active. All othercertificatesare
verifiedaswell. After this, the signedmessagés matchedwith the cleartext messagdéo make surethatthe messagevas
indeedsignedby theattachectertificate.The SMO is alsotime bound,sothathasto bechecledaswell.

7 Ontology

This approachusesa simpleontologyof agentspropositionsaandactionswhich we describébriefly.
e Agents: An agentis anentity is the system.This could be a programor ahuman.

e Propositions We use2 propositionsability anddelegate

— Ability is apropertythatanagentpossesse#\n agentcanperformanaction,if it hastheability/right to do so.
canDo( <agent >, <acti on>, <constrai nt sOnActi on>)

— Delegateis a propositionassertednto a databasevhich indicatesthat oneagenthasdelegatedto anotheragent,
theright to performsomeaction.

del egat e(<i ssueTi me>, <start Ti ne>, <endTi ne>, <f r omAgent >,
<t oAgent >, <abi | i t y>, <constrai nt OnDel egat i on>, <r edel egat eFl ag>)

e Action is whatanagentcanperformandis closelylinkedto abilities.

— ldelegateis the actionof delegatingthe ability to performtheactionfrom oneagentto another

i del egat e(<start Ti me>, <endTi me>, <f r omAgent >, <t oAgent >,
<abi |l i ty>, <constrai nt OnDel egati on>, <r edel egat eFl ag>)

— An agentcantell anotheragenta propositionthatit believesis true
tell (<fromAgent >, <t oAgent >, <propositi on>)

— An agentcanaska securityagentif he hastheright to performtheaction
ask( <fromAgent >, <t oAgent >, <acti on>)

— An agentrequestsa securityagentto performsomeactionon his behalf. The securityagentwill performthis
actiononly if theagenthasthe ability.

request ( <f romAgent >, <acti on>)
8 Policy

Eachdomainhasa policy associatedvith it. This policy consistsof authorizatioranddelegationpolicies. Authorization
policiesdealwith the rulesfor checkingthe validity of requestdor actions. An exampleof a rule for authorizatiorwould
be checkingthe identity certificateof an agentand verifying that the agenthasan axiomaticright. Delegation policies
describaulesfor delegationof rights. A rule for delegationwould becheckingthatanagenthastheability to delegatebefore
allowing the delegationto be approsed. A policy alsocontainsbasicor axiomaticrights, andrights associatedvith roles.
We introducethe conceptof primitive or axiomaticrights, which arerightsthatall individuals possessandthat are stored
in the global policy. For example,freedomof speechis a constituitionalright, and aryonewho owns a databaséasthe
right to delegatethe right to readfrom/write to that database Thesearebasicrights thatare not often expressedbut used
implicitly. All policiesaredescribedn Prolog. A policy canbeviewedasa setof rulesfor a particulardomainthatdefines
whatpermissions userhasandwhatpermissionshe/hecanobtain.

Usersof the systemaregenerallyassignedoles. A role is definedasa collectionof rightsandduties.Rolesarearranged
in a hierarchy sothatrights canbeinherited. An agenthasa right if it is mentionedn the policy or if theright hasbeen
delegatedto it by anotheragentthathasthe ability to delegate.Delegationsgenerallyflow downwardsin therole hierarchy
andarefrom a higherrole to alower role. However our framavork doesnot strictly adhereto role basedaccessandallows
rightsanddelegationsto be assignedo individualsandgroups.



9 Operation of the System

We now describeheinternalworking of thesystemalongwith thetrustinformationthatflows within the system.Security
agentsreasoraboutthe policy andthe signedmessagefrom otheragentto provide trust managementThe securityagent
maintainghecompaiy policy in aProlog[36] knowledgebase Whenit recevesanSMO, it insertsthe Prologstatemeninto
theknowledgebasefor verification. If themessagés a’tell’ it is only asserteéindno reasonings carriedout. Thisallows a
log to bekept,andincludesfalsedelegationsaswell. Whenamessageontainsa'request'eitherfor authorizatioror action,
it triggersthe associatedrologrule. This rule makessurethatthe requesis valid by checkingthe delegationchainandthe
compaury policy.

All the reasoningaboutrights and delgyationsis handledby a set of Prolog rules causingincorrectdeleggationsand
statementso betrappedby Prolog’s backward chainingmechanisrmand preventedfrom going through. We have rulesthat
causeconstrainton rightsto be propagatedvhena delegationoccurs.

We now describea particularsituationandthenexplain how thisis resohedin ourimplementation.

9.1 Example Situation

Let us assumehat therearetwo organizationsABC andXYZ, thatare collaboratingon a certainproject. If Marty, a
designengineemt ABC, wantsto accesshedatabasef theclient, XYZ, andif Marty hasthe permissiorto doso,hesendsa
Requestor Action(referto next subsectionjo his own securityagent.Thesecurityagentreturnsanauthorizatiorcertificate,
thatMarty usesto accesshe database.

We alsoassumehat Marty hasthe permissionto accesghe databasendthatthis permissioncanbe delegated. Marty
wantsall programmers$o accesshedatabasaswell, andsohe sendsa certificatecontaininga delegatestatemento security
agent.

Now if Harry, a programmemvorking with ABC, needso accessa databasef his client, XYZ, it constitutesa Request
for Permission WhenHarry makesa requesfor permissionthe securityagent,checksMarty’s delegationandthencreates
adelegationcertificateandreturnsit. Usingthis delegationcertificate,Harry cangainaccesdo XYZ’ s database.

9.2 Requestfor Action

We illustratethe working of Requesfor Action by usingthe above example. ABC andXYZ aretwo companiesepre-
sentedy their securityagents SA-ABC andSA-XYZ. XYZ istheclientof ABC. Marty is adesignengineetin ABC, where
designengineerganaccessheir client’s databasejb5. Thefollowing stepsshov how theauthorizatioractuallytakesplace.

1. SA-XYZ loadsthecompaury policy for XYZ andloadsa globalsharedpolicy
2. SA-ABC loadsthe compaly policy for ABC andloadsa globalsharedpolicy

3. SA-XYZ sendanessagéo SA-ABC sayingthat SA-ABC hastheright to delggateaccesgo db5,whichis a database
in XYZ, to all employees.

tell (sa-xyz, sa-abc,
i del egate(Start Ti me, EndTi me, sa-xyz, sa-abc,
canDo( X, accessDB(db5), enpl oyee(X, abc)),
true,true).

SA-ABC assertghe proposition

del egate(l ssueTinme, StartTime, EndTine, sa-xyz, sa-abc,
canDo( X, accessDB(db5), enpl oyee( X, abc) ), true, true).

SA-ABC givesall DesignEngineergheright to accesslb5, but nottheability to delegate
tell (sa-abc, sa- abc,

i del egate(StartTi me, EndTi nme, sa-abc, X
canDo( X, accessDB(db5),true), role(X desi gnEngi neer), fal se).



This causes delgyatestatemento beinsertednto theknowledgebase.

del egate(l ssueTinme, StartTinme, EndTime, sa-abc, X
canDo(Z, accessDB(db5),true), role(X designEngineer), false)

4. Marty requiressomeinformationfrom databasegb5,at XYZ. He sendsarequesto SA-ABC alongwith his certificate
request (marty, accessDB(db5)).

5. SA-ABC knows thatthe requesis from Marty becausef his certificate.It thencheckstherulesto seeif Marty asa
DesignEngineerhasaccesgo db5. As thisis true, SA-ABC createsan authorizationcertificateand sendst backto
Marty.

6. Marty sendsarequesto SA-XYZ with hisID certificateandthe authorizatiorcertificate.
request (marty, accessDB(db5)).

7. SA-XYZ verifiesboththecertificatesandchecksts policy. SA-XYZ approsestheaccesandtherequesis sentto the
agentcontrollingaccesdo thedatabase.

8. If Harry, a programmeittries to accesghe databasedb5, his requestwill fail becausehe SA-ABC hasonly given
designengineersheright.
9.2.1 Requestfor Permission

Thesequencef actionshelown describeshe deleggationprocessn detail, whereHarry, a programmein ABC, requiressome
informationfrom the db5databaset XYZ.

1. SA-XYZ loadsthecompaly policy for XYZ andloadsthe globalsharedpolicy
2. SA-ABC loadsthe compaly policy for ABC andloadsthe globalsharedolicy

3. SA-XYZ sendsmessagéo SA-ABC sayingthat SA-ABC hastheright to delggateaccesgo db5,whichis a database
in XYZ, to all employees.

tell (sa-xyz, sa-abc,
i del egate(Start Ti me, EndTi me, sa-xyz, sa-abc,
canDo( X, accessDB(db5), enpl oyee(X abc)), true,true).

SA-ABC assertghe propositioninto its own knowledgebase

del egate(l ssueTime, StartTinme, EndTinme, sa-xyz, sa-abc,
canDo( X, accessDB(db5), enpl oyee( X, abc) ), true, true).

Then,SA-ABC decidego give all DesignEngineergheright to accesshe databasandtheright to delegatethisright
further

tell (sa-abc, sa- abc,
i del egate(StartTi me, EndTi ne, sa-abc, X
canDo(Z, accessDB(db5),true), role(X designEngi neer),true).

This causes delgyatestatemento beinserted

del egate(l ssueTinme, StartTinme, EndTime, sa-abc, X
canDo(Z, accessDB(db5),true), role(X, designEngi neer), true)



4. Marty is adesignengineemandhe givesall programmersheright to accesslb5.

tell (marty, sa-abc,
i del egate(Start Ti me, EndTinme, nmarty, X
canDo( X, accessDB(db5),true), role(X programer), false).

SA-ABC assertshefollowing clause

del egat e(| ssueTi nme, Start Ti ne, EndTi me, narty, X,
canDo( X, accessDB(db5),true), role(X programer), false).

5. Harry, a programmerrequiressomeinformationfrom databasedb5, at XYZ. He sendsarequesto SA-ABC along
with his certificate

request (harry, accessDB(db5)).

6. SA-ABC knows thatthe requesis from Harry becausef his certificate. It thenchecksto seeif Harry hasaccesgo
db5. Marty hasgivenall programmersaccesdo db5, andHarry is a programmeyrso Harry hasthe right. SA-ABC
createsa delegationcertificateandreturnsit to Harry.

7. Harry sendsarequesto SA-XYZ alongwith his ID certificateandhis delegationcertificate
request (harry, accessDB(db5)).

8. SA-XYZ verifiesHarry'sid. As SA-XYZ trustsSA-ABC andthe delegationcertificateis still valid, the requests
approvedandsentto the accessagentcontrollingthe databaself required, SA-XYZ, candoublecheckthedelegation
chainandaskSA-ABC for moreinformation.

9.3 Implementation Details

All the agentsare Java ServletsthatcommunicateusingHTTP. The knowledgebaseis Prolog[36] andthe reasonings
carriedby ruleswrittenin Prolog. We alsohave a Java appletthatcanbe usedto generateéSMOs. The securityagentshave a
Jaspei37] interfaceto Prolog.

10 FutureWork

For ourimplementationyve hadconcentrate@dn Prolog. We arenow experimentingwith XML [28] basedanguagesike
RDF [26, 27] andDAML [22, 24] for describingrights, delegationsand authorizationsand XML signature429] instead
of X.509 certificates.We arealsoworking on otherissuesrelatedto Distributed TrustManagementIf anagentis ableto
accesgertainpublic policies of the agentwhich is in chage of authorizationthenit will be in a betterpositionto fulfill
thoserequirementsThis leadsto the problemof dividing the policy into privateandpublic andthe makingthe public policy
available. We arestill decidingwhetherthe policy shouldbe madedownloadablethroughHTTP or sentto ary agentsthat
requestit. Anotherpossibleimprovementwould be for a securityagentto returna list of rulesthatit usedto cometo the
decision,n caseheauthorizatiorprocesdails. Thisallowstherequesteto figure outwhereits credential§ailedandcorrect
thefaults.

11 Conclusion

The centralideaof the paperis to usea systemof rightsanddelegationsalongwith certificatego facilitatetrustmanage-
ment. The requestecanaccess foreignresourceby providing it's identity informationalongwith ary delegationsit may
have to the securityagent of the domain. The securityagentusesits policiesto verify the identity and deleggationsof the
requestergrantinghim permissiononly if everythingis valid. We wereableto evaluateour infrastructureandrule based
languageby implementinga multi-agentscenarioEECOMS.We have describedbur implementatiorfor distributedaccess
controlandtrustmanagemenwhich we believe will bevery usefulin the penasive computingervironment.
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