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Abstract

Thispaperdiscussesour infrastructure for handlingdistributedsecurityandtrust. It outlinesa methodfor accesscontrol
acrossdomainsthat handlescomplex inter domaintrust relationships.We havedevelopeda flexible representationof trust
information in Prolog, that can modelpermissionsand delegations. We are currently working on modelingobligations,
entitlements,andprohibitionsaswell. Thispaperdescribesa schemefor restrictingre-delegationwithoutusinga specific
delegationdepth.Usingexamples,thispaperexplainstheinternalworkingof our systemandthetrust informationthatflows
within it.
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1 Intr oduction

Authorizationin a distributedsystemsis quitedifferentfrom that in centralizedsystems.Variousschemesfor decentral-
izedsecurityhave beensuggestedlike AccessControl Lists, RolebasedAccessControl,PolicyMaker [1] etc. Thoughthe
above mentionedmechanismsarepowerful, individually they areunableto meettheall requirementsof trustmanagement.
Generallysecuritysystemsshouldnotonly authenticateusers,but alsoallow usersto delegatetheir rightsandbeliefsto other
userssecurelyandhave a flexible mechanismfor this delegation. Most schemeseitheronly supportauthentication,ignor-
ing delegationaltogether, or supportdelegationto someextent without providing the flexibility needed,or do not provide
sufficient restrictionson delegationof rights.

We have tried to solve this problemthroughthe applicationof a chainof trust usingrights anddelegations[5]. In our
system,wemodelpermissionsastherightsof anagent.We associaterightswith actions,sopossessionof a right permitsthe
correspondingagentto performacertainaction.Thesepermissionscanbeextendedby delegationfrom anauthorizedagent.

This paperis organizedas follows : 2 discussesothersimilar approaches,while 3 discussesthe problemandthe two
scenarioswe target. We thenexplain our infrastructurein brief in 4. We subsequentlydiscussthesyntaxusedin thesystem
including rights anddelegationsin 5. 6 expandson the architecturein greaterdetail giving a brief example,andsection7
discussesour ontology. 8 talksa little bit aboutthepolicy andhow it is used.We describetheworking of our systemwith
examplesin 9. 10 is a discussionof futureresearchdirections,and11 containsthesummary.

2 RelatedWork

Blaze,whocoinedthetermDistributedTrustManagement,triesto solvetheproblemby simpleaccesscontrol,but without
any authenticationor delegation. [1, 2]. The SimplePublic Key Infrastructure(SPKI) wasthe first proposedstandardfor

1



distributedtrustmanagement[4]. This solution,thoughsimpleandelegant,doesnot helpin delegations.W.Johnston’sUse-
ConditionCenteredApproach[10] usescertificatesfor use-conditionsthatarecreatedby thoseresponsiblefor theresources.
This approachcanonly beusedwhentheresourceis simpleenoughto bedescribedby use-conditions,but in largesystems
therecouldbemany typesof accesslike read,write, executeetc. Anothersystemwe lookedat wasTE [11] from IBM. But
we found that it wasinadequatebecauseit only considersrole authorization.Delegationlogics [12, 18] from IBM is very
similar to our approach,but is not ableto captureadequatelytheconstraintsassociatedwith rightsanddelegations.

Although theabove mentionedmodelsarevery powerful, individually they wereunableto meetthe all requirementsof
trustmanagement.Generallysecuritysystemsshouldnotonly authenticateusers,but alsoallow themto delegatetheir rights
andbeliefsto otheruserssecurely. Thesystemsmentionedaboveeithersupportonly authenticationignoringdelegationalto-
gether, or supportdelegationto someextentwithoutproviding theflexibility needed,or do not providesufficient restrictions
on thedelegationof rights.

We drew on the key pointsof mostof the above-mentionedschemesandput togetheran infrastructurethatusesX.509
certificatesandpoliciesto enforcesecurity. A policy containsbasicor axiomaticrights,rightsassociatedwith roles,rulesfor
delegation,andrulesfor checkingvalidity of requests.

Oneof themostimportantfeaturesof oursystemis thatit allowsagentsto delegateany right thatthey mayhave. Whether
thesedelegationsare honoreddependson the policy. Constraintscan be addedto both the actualdelegationand to the
delegatee,tighteningcontrolon the rightsandpermissions,andwe usea redelegatableflag thatcontrolswhetherthe right
canbefurtherdelegated.

3 The Problem

We have tried to solve theproblemof trustmanagementin a systemwhich haswidely distributedresourcesandagents.
Therearetwo scenariosthatwehavetackled,aHome/OfficeAutomationmodel,andanelectronicSupplyChainManagement
systemlike EECOMS[35]. We have successfullyimplementedthe EECOMSscenarioandarecurrentlyworking on the
SmartOfficescenariowith portabledevices.

3.1 EECOMS : IBM project

This work wassponsoredby theCIIMPLEX consortium[35] for theExtendedEnterpriseCOalition for IntegratedCol-
laborativeManufacturingSystems(EECOMS)projectwhich is aimedatproviding asetof technologiesfor integratedsupply
chainandbusinessto businesselectroniccommerce.

We implementeda distributedtrust mechanismfor a SupplyChainManagementsystemfor the CIIMPLEX EECOMS
project[6]. A supplychainmanagementsystemconsistsof groupsof agentsthatareeithervendorsor clients.Theseagents
needto accessresourcesin eachothers’domains.For example,a softwareconsultantmayneedto accessthedatabaseof its
client. Eachgroupof agentsthatarepartof thesamecompany form a policy domainandfollow thesamesecuritypolicy.
The policy in eachdomainis enforcedby specialagentscalledsecurityagents. Agentsareidentifiedby an ID certificate,
which is anX.509 certificate.All communicationin the systemis via signedmessages.Securityagentsareableto reason
aboutthesesignedmessagesandpoliciesto provideauthorization.

Agentscanmake requests,eitherfor certainactionsor to askfor permissionto performsomeaction,andthey attachall
theircredentials,i.e. ID certificate,authorizationcertificatesetc. to theserequests.Thesecurityagentsgenerateauthorization
certificates,which canbe usedas’ tickets’ to accessa certainresource.The authorizationcertificatesaregeneratedasthe
resultof a requestfor permission,if the requestis valid. Policiesconsistof rulesaboutauthorization,delegationandsome
basicknowledgeabouttheagents.Thisknowledgecouldbeabouttheroleof theagents,andpermissionsassociatedwith the
agentsor theroles.An agentis allowedto executeany actionthat it hasthepermissionto execute,or if theability hasbeen
delegatedto it by anagentwith theright to delegate.In oursystemweview ’delegation’asapermissionitself. Only anagent
with theright to delegateacertainactioncanactuallydelegatetheaction,andtheability to delegateitself canbedelegated.

We have developeda representationof trust informationin Prolog,thatallows flexibility in describingrequestsanddele-
gations.Delegationscanbeconstrainedby specifyingwhetherthedelegateehasthepermissionto delegateandto whomit
canredelegate.

This systemis currentlybeingextendedby the additionof entitlements,prohibitionsandobligationsandthe ability to
delegatethem.



3.2 Home/OfficeAutomation

Our architecturecouldapplyto thewirelessworld in thefollowing scenario.If a visiting lecturerat a Universityneedsto
usea projectorin a lecturehall, she/heneedsto bedelegatedtheright by someauthorizedpersonnel.If thepolicy statesthat
all professorscanusetheprojectorandthatprofessorscandelegatethisright to thelecturer, thelecturercanobtainthe’ token’
from a professor. Usinga hand-helddevice suchasa PDA, mobilephoneetc. thevisitor beamsher/hisidentifying tokento
theprojectoralongwith thedelegationtoken.Theprojectormayor maynothavetheprocessingpowerto reasonaboutthese
certificatesandrights. If it doesnothavethecapability, theagentin theprojectorsendsthetoken(usingwirelessor wire line
communication)to a’smart’agentthatevaluatestherequestandreturnstheresult.Theagentthatdoesthereasoningneedsto
checktheidentityof therequesterandthenmakesurethattherequesterhastheright to accesstheprojector. In thiscase,the
requesterhasbeendelegatedtheright by a professor, sotheagentshouldverify that theprofessorhastheright to delegate.
Oncetherequestis validated,thevisitor canbeamher/hisslidesto theprojectoragentthatstartsup thepresentation.

Wehavestartedexperimentingwith Bluetooth[34] andbelievethattheabovescenariois not too far in thefuture[25, 20].

4 Infrastructur e

Our architectureassumesthat eachgroupof agentsis protectedby specialsecurityagentsthat trust eachother. These
agentsare responsiblefor authorizingaccessto services/resourceswithin that group. All delegationsare storedby the
securityagent,which hastheability to reasonaboutthem. An agent(requester)canexecutea right or accessa resourceby
providing its identity and/orauthorizationinformationto thesecurityagent.Thesecurityagentchecksthis informationfor
validity, andreadsits policiesto verify that the requesterhasthe right. If the requestingagentdoesnot have theright, the
securityagentreturnsan error message,otherwiseit forwardsthe requestto the agentin charge of the resource,accessor
agent,alongwith a messagesayingthat the requestis authorizedby thesecurityagent.As thesecurityagentis trustedby
every otheragentin the system,the requestingagentis grantedaccess.If the accessoragenthasthe computingpower to
reasonaboutcertificates,rightsanddelegationstherequestcanbesentdirectly to it, insteadof via thesecurityagent.

Therequestercanalsoobtainaccessto acertainresourcethatit previouslycouldnotaccess,throughadelegationfrom an
authorizedagent(delegator).An authorizeddelegator(anagentwith theright to delegatea certainright) delegatestheright
by sendingamessageto thesecurityagent.Thedelegationhasto beapprovedby thesecurityagentandshouldconformto its
policies.Therequesterapproachesthesecurityagentwith its identity informationanda requestfor permissionto accessthe
right. Thesecurityagentverifiestheidentityof therequesterandcheckswith its policiesto makesurethattherequestercan
begivenaccessto the resource.Thenew delegationmakestherequestvalid. Thesecurityagentgeneratesa authorization
certificatewhich containsa Prolog[36] like statementgiving therequesterpermissionto accesstheresource.This message
is sentto therequestingagent.Thesestatementsaredatedandarevalid only for a certainperiod. While thestatementsare
valid, the requestingagentcanusethemasticketsto accesstheresource.This causestheentireprocessof verificationand
reasoningto beskipped,andtherequestergetsaccessto theresourceassoonastheauthorizingstatementis recognizedand
verifiedby theaccessoragent.

5 Syntax

We usea numberof predicatesto representtheinformationflowing in thesystem.

5.1 Rights

Our systemencodesrightsinto a logical form in Prologasthefollowing

rightToDo(agentName, Action, Constraint)

� agentName: uri for theagent

� Action : representationof theability i.e. accessDB(db5)

� Constraint: restrictionon theright, i.e. employee(agentName,XYZ)

Usingthis statement,all kindsof rightscanbespecified.An agentis giventheright to performa certainactionbasedon
aconstraint.An agentcanexecutetheactiononly if is satisfiesall theconstraints.



5.2 Delegation

An agentcanexecuteany right, thatis eitheranaxiomaticright specifiedin thepolicy or thathasbeendelegatedto it. It
canalsodelegatethis right to otheragents,if it hasbeengiventheright to subsequentlydelegateit. A delegationitself is a
right which canbedelegated.So,anagentcouldbegiventheright to performsomeactionbut not to furtherdelegateit or
giventheright to someactionandtheright to delegateit, or theright to delegatesomeactionbut not theright to executeit.

So,anagentcandelegateany ’delegatable’right. This leadsto achainof delegation,andif any onelink is no longervalid
theaccessis denied.We alsoallow for constraintsonrights,delegationsandability to re-delegate.

Oneof the main featuresin our systemis that falsedelegationsarenot rejectedassoonas they enterthe system,but
arestoredfor later evaluationof a possiblesecuritybreach.An agenthasthe ability to make any delegation,but whether
it is honoreddependson variousfactors,including thesecuritypolicy, theagent’s rights,andtherightsof theagentsin the
delegationchain.

Thestatementthatis usedto describedelegationsandconstraintsondelegationsis

delegate(IssueTime, StartTime, EndTime, From, To,
canDo(X, Action, CDC), IDC, Redelegatable)

� IssueTime : whenthestatementwasissued

� StartTime : whenthedelegationbecomesvalid

� EndTime: whenthedelegationbecomesinvalid

� From: delegatoragent

� To : delegateeagent

� canDo(X,Action,Action,CDC) : delegatedaction,X hastheright to theaction,only if X satisfiestheconditionCDC

� IDC : conditionon thedelegation

� Redelegatable: trueif theTo canre-delegatetheaction

5.2.1 Typesof delegations

Our work in theEECOMSscenarioinvolvedseveraldifferenttypesof delegationswhich we describehereandgive simple
examples.

� TimeBoundDelegation: This is a delegationthatis valid only for acertaintimeperiod

delegate(1105001120,1105001121, 1110001120, From, X,
canDo(Y, Action, CDC), employee(X,abc), Flag)

Thedelegationis only valid between1105001121and1110001120.

� GroupDelegation: This canbeusedto delegateto agentsfrom a groupwho satisfycertainconditions

delegate(IssueTime, StartTime, EndTime, From, X,
canDo(Y, Action, CDC), (employee(X,abc),age(X,24)), Flag)

This delegatesto all employeesof abcwhoare24 yearsold, theability to performa certainaction.

� Action RestrictedDelegation: This is a delegationthat requiresthedelegateeto satisfycertainconditionsbeforethe
actioncanbecarriedout.

delegate(IssueTime, StartTime, EndTime, From, X,
canDo(Y, Action, name(Y,john) ), (employee(X,abc),age(X,24)), Flag)



Only employeesof abcwho are24 andnamedJohncanexecutethis action,evenif all employeesaged24 have been
delegatedtheright.

� RedelegatableDelegation: In this delegation,a right canbe delegatedalongwith the permissionto re-delegatethe
right.

delegate(IssueTime, StartTime, EndTime, From, To,
canDo(X, Action, CDC), IDC, true)

This statementallows therecipientto furtherdelegatetheright.

� Strictly RedelegatableDelegation: This statementallows a right to be re-delegatedwithout giving the delegateethe
right to actuallyexecutetheaction.

delegate(IssueTime, StartTime, EndTime, From, john,
canDo(Y, Action, notname(Y,john)), IDC, true)

Johnis giventheright to furtherdelegatetheAction, but Johncannotexecutetheactionhimself.

6 Implementation

We have appliedour approachto a electroniccommercemulti-agentsystem,EECOMS,for evaluation. We useX.509
certificatescreatedby a CertificateAuthority (CA) asidentity certificatesandX.509 certificatescontainingsignedProlog
statementsasauthorizingstatements.

Whenan agentneedsto accessa resource,it contactsits securityagentwith a SignedMessageObject,SMO, (refer to
DataStructure)containingits ID certificateand the request. If the securityagentis convincedthat the requesterhasthe
right andthe requestis within the company, it is allowed to go through. If the resourcebelongsto anothercompany, the
securityagentcreatesanauthorizationcertificateandreturnsit to the requester. The requestersendsa requestto theother
company’ssecurityagent,alongwith its ID certificateandits authorizationcertificate.Theresource’ssecurityagentverifies
all thecertificatesandassecurityagentsaretrustedacrosscompanies,allows therequestto go through.This authorization
certificatecanbe usedfor a certaintime periodafter which it expires. Thenthe agenthasto requesta new authorization
certificate.By having veryshorttimeperiods,revocationscanbehandled.

If anagentwantsto delegatea certainright, it sendsaSignedMessageObjectcontainingthedelegationandits certificate
to thesecurityagent.As delegationscanbemadeto agroupof agents,it is notpossibleto sendthedelegationto eachagent.
Whenoneof theseagents,for exampleagent1,needsto usetheright, it approachesthesecurityagentwith aSignedMessage
Object. Thesecurityagentknows thatagent1hasbeendelegatedthe right, so it is authorized.Thesecurityagentreturnsa
delegationcertificatecontaininganauthorizationstatementin Prolog,giving theagentwith thecorrespondingid certificate
theright. If theresourcebelongsto anothercompany, therequestersendstherequestwith thedelegationandID certificates
to thesecurityagentof theothercompany. Thesecurityagentof theothercompany verifiesthecertificatesandchecksthe
delegationchain. If it is satisfied,theaccessis allowedto go throughandtherequestis forwardedto theagentresponsible
for theresource.Similar to authorizationcertificates,delegationcertificatesarevalid for ashortperiod,afterwhich theagent
hasto getanew certificate.

6.1 Data Structur e

Eachagentcommunicationis a seriesof objects,basedon a simpleAgent CommunicationLanguage(ACL) [23, 38],
known as SignedMessageObjects(SMO). EachSMO consistsof a list of certificates,the requestor the authorization
statementsignedwith thesendersprivatekey, andotherrequiredfields. Therelevantcertificatesareincludedaspartof the
communicationdatastructureto expeditethe authorizationprocess;message,signedmessage.EachSMO shouldcontain
the ID certificateusedto sign the message.The messagefield containsProlog statements,which canbe either requests
or delegations. The signedmessagefield, asits namesuggests,containsthe signedversionof the Prologstatement.The
requestingagentsendslongwith his request,othercredentialsthatwill strengthenhis request.



To verify thevalidity of a SignedMessageObjectthefollowing itemsarechecked: Thecertificatethathasbeenusedto
sign the messageshouldto be issuedby a trustedCertificateAuthority andshouldbe still active. All othercertificatesare
verifiedaswell. After this, the signedmessageis matchedwith the cleartext messageto make surethat the messagewas
indeedsignedby theattachedcertificate.TheSMO is alsotimebound,sothathasto becheckedaswell.

7 Ontology

This approachusesa simpleontologyof agents,propositionsandactionswhichwe describebriefly.

� Agents: An agentis anentity is thesystem.This couldbea programor ahuman.

� Propositions: We use2 propositions,ability anddelegate.

– Ability is a propertythatanagentpossesses.An agentcanperformanaction,if it hastheability/right to do so.

canDo(<agent>,<action>,<constraintsOnAction>)

– Delegateis a propositionassertedinto a databasewhich indicatesthatoneagenthasdelegatedto anotheragent,
theright to performsomeaction.

delegate(<issueTime>,<startTime>,<endTime>,<fromAgent>,
<toAgent>,<ability>,<constraintOnDelegation>,<redelegateFlag>)

� Action is whatanagentcanperformandis closelylinkedto abilities.

– Idelegateis theactionof delegatingtheability to performtheactionfrom oneagentto another.

idelegate(<startTime>,<endTime>,<fromAgent>,<toAgent>,
<ability>,<constraintOnDelegation>,<redelegateFlag>)

– An agentcantell anotheragentapropositionthatit believesis true

tell(<fromAgent>,<toAgent>,<proposition>)

– An agentcanaska securityagentif hehastheright to performtheaction

ask(<fromAgent>,<toAgent>,<action>)

– An agentrequestsa securityagentto performsomeactionon his behalf. The securityagentwill performthis
actiononly if theagenthastheability.

request(<fromAgent>,<action>)

8 Policy

Eachdomainhasa policy associatedwith it. This policy consistsof authorizationanddelegationpolicies.Authorization
policiesdealwith the rulesfor checkingthe validity of requestsfor actions.An exampleof a rule for authorizationwould
be checkingthe identity certificateof an agentand verifying that the agenthasan axiomaticright. Delegation policies
describerulesfor delegationof rights.A rule for delegationwouldbecheckingthatanagenthastheability to delegatebefore
allowing the delegationto be approved. A policy alsocontainsbasicor axiomaticrights,andrights associatedwith roles.
We introducethe conceptof primitive or axiomaticrights,which arerights that all individualspossessandthat arestored
in the global policy. For example,freedomof speechis a constituitionalright, andanyonewho owns a databasehasthe
right to delegatethe right to readfrom/write to thatdatabase.Thesearebasicrights thatarenot oftenexpressed,but used
implicitly. All policiesaredescribedin Prolog.A policy canbeviewedasa setof rulesfor a particulardomainthatdefines
whatpermissionsa userhasandwhatpermissionsshe/hecanobtain.

Usersof thesystemaregenerallyassignedroles.A role is definedasa collectionof rightsandduties.Rolesarearranged
in a hierarchy, so that rights canbe inherited. An agenthasa right if it is mentionedin the policy or if the right hasbeen
delegatedto it by anotheragentthathastheability to delegate.Delegationsgenerallyflow downwardsin therole hierarchy,
andarefrom a higherrole to a lower role. Howeverour framework doesnot strictly adhereto role basedaccess,andallows
rightsanddelegationsto beassignedto individualsandgroups.



9 Operation of the System

Wenow describetheinternalworkingof thesystemalongwith thetrustinformationthatflowswithin thesystem.Security
agentsreasonaboutthepolicy andthesignedmessagesfrom otheragentto provide trustmanagement.Thesecurityagent
maintainsthecompany policy in aProlog[36] knowledgebase.Whenit receivesanSMO,it insertsthePrologstatementinto
theknowledgebasefor verification.If themessageis a ’ tell’ it is only assertedandnoreasoningis carriedout. Thisallowsa
log to bekept,andincludesfalsedelegationsaswell. Whenamessagecontainsa ’request’eitherfor authorizationor action,
it triggerstheassociatedPrologrule. This rule makessurethattherequestis valid by checkingthedelegationchainandthe
company policy.

All the reasoningabout rights and delegationsis handledby a set of Prolog rules causingincorrectdelegationsand
statementsto betrappedby Prolog’s backwardchainingmechanismandpreventedfrom goingthrough.We have rulesthat
causeconstraintson rightsto bepropagatedwhena delegationoccurs.

We now describeaparticularsituationandthenexplainhow this is resolvedin our implementation.

9.1 Example Situation

Let us assumethat therearetwo organizations,ABC andXYZ, that arecollaboratingon a certainproject. If Marty, a
designengineeratABC, wantsto accessthedatabaseof theclient,XYZ, andif Marty hasthepermissionto doso,hesendsa
Requestfor Action(referto next subsection)to hisown securityagent.Thesecurityagentreturnsanauthorizationcertificate,
thatMarty usesto accessthedatabase.

We alsoassumethatMarty hasthe permissionto accessthe databaseandthat this permissioncanbe delegated.Marty
wantsall programmersto accessthedatabaseaswell, andsohesendsacertificatecontainingadelegatestatementto security
agent.

Now if Harry, a programmerworking with ABC, needsto accessa databaseof his client, XYZ, it constitutesa Request
for Permission. WhenHarry makesa requestfor permission,thesecurityagent,checksMarty’s delegationandthencreates
adelegationcertificateandreturnsit. Usingthis delegationcertificate,Harrycangainaccessto XYZ’ sdatabase.

9.2 Requestfor Action

We illustratethe working of Requestfor Action by usingthe above example. ABC andXYZ aretwo companiesrepre-
sentedby theirsecurityagents,SA-ABC andSA-XYZ. XYZ is theclientof ABC. Marty is adesignengineerin ABC, where
designengineerscanaccesstheirclient’sdatabase,db5.Thefollowing stepsshow how theauthorizationactuallytakesplace.

1. SA-XYZ loadsthecompany policy for XYZ andloadsa globalsharedpolicy

2. SA-ABC loadsthecompany policy for ABC andloadsa globalsharedpolicy

3. SA-XYZ sendsmessageto SA-ABC sayingthatSA-ABC hastheright to delegateaccessto db5,which is a database
in XYZ, to all employees.

tell(sa-xyz, sa-abc,
idelegate(StartTime, EndTime, sa-xyz, sa-abc,

canDo(X,accessDB(db5), employee(X,abc)),
true,true).

SA-ABC assertstheproposition

delegate(IssueTime, StartTime, EndTime, sa-xyz, sa-abc,
canDo(X,accessDB(db5),employee(X,abc)),true,true).

SA-ABC givesall DesignEngineerstheright to accessdb5,but not theability to delegate

tell(sa-abc,sa-abc,
idelegate(StartTime, EndTime, sa-abc, X,
canDo(X, accessDB(db5),true), role(X,designEngineer),false).



This causesa delegatestatementto beinsertedinto theknowledgebase.

delegate(IssueTime, StartTime, EndTime, sa-abc, X,
canDo(Z, accessDB(db5),true), role(X,designEngineer),false)

4. Marty requiressomeinformationfrom database,db5,atXYZ. Hesendsarequestto SA-ABC alongwith hiscertificate

request(marty,accessDB(db5)).

5. SA-ABC knows that therequestis from Marty becauseof his certificate.It thencheckstherulesto seeif Marty asa
DesignEngineerhasaccessto db5. As this is true,SA-ABC createsanauthorizationcertificateandsendsit backto
Marty.

6. Marty sendsa requestto SA-XYZ with his ID certificateandtheauthorizationcertificate.

request(marty,accessDB(db5)).

7. SA-XYZ verifiesboththecertificatesandchecksits policy. SA-XYZ approvestheaccessandtherequestis sentto the
agentcontrollingaccessto thedatabase.

8. If Harry, a programmertries to accessthe database,db5, his requestwill fail becausethe SA-ABC hasonly given
designengineerstheright.

9.2.1 Requestfor Permission

Thesequenceof actionsbelow describesthedelegationprocessin detail,whereHarry, aprogrammerin ABC, requiressome
informationfrom thedb5databaseatXYZ.

1. SA-XYZ loadsthecompany policy for XYZ andloadstheglobalsharedpolicy

2. SA-ABC loadsthecompany policy for ABC andloadstheglobalsharedpolicy

3. SA-XYZ sendsmessageto SA-ABC sayingthatSA-ABC hastheright to delegateaccessto db5,which is a database
in XYZ, to all employees.

tell(sa-xyz,sa-abc,
idelegate(StartTime, EndTime, sa-xyz, sa-abc,
canDo(X,accessDB(db5), employee(X,abc)), true,true).

SA-ABC assertsthepropositioninto its own knowledgebase

delegate(IssueTime, StartTime, EndTime, sa-xyz, sa-abc,
canDo(X,accessDB(db5),employee(X,abc)),true,true).

Then,SA-ABC decidesto giveall DesignEngineerstheright to accessthedatabaseandtheright to delegatethis right
further

tell(sa-abc,sa-abc,
idelegate(StartTime, EndTime, sa-abc, X,
canDo(Z, accessDB(db5),true), role(X,designEngineer),true).

This causesa delegatestatementto beinserted

delegate(IssueTime, StartTime, EndTime, sa-abc, X,
canDo(Z, accessDB(db5),true), role(X,designEngineer),true)



4. Marty is a designengineerandhegivesall programmerstheright to accessdb5.

tell(marty,sa-abc,
idelegate(StartTime, EndTime, marty,X,
canDo(X,accessDB(db5),true), role(X,programmer),false).

SA-ABC assertsthefollowing clause

delegate(IssueTime,StartTime,EndTime, marty,X,
canDo(X,accessDB(db5),true), role(X,programmer),false).

5. Harry, a programmer, requiressomeinformationfrom database,db5,at XYZ. He sendsa requestto SA-ABC along
with hiscertificate

request(harry,accessDB(db5)).

6. SA-ABC knows that the requestis from Harry becauseof his certificate.It thenchecksto seeif Harry hasaccessto
db5. Marty hasgivenall programmersaccessto db5,andHarry is a programmer, so Harry hasthe right. SA-ABC
createsa delegationcertificateandreturnsit to Harry.

7. Harry sendsarequestto SA-XYZ alongwith his ID certificateandhisdelegationcertificate

request(harry,accessDB(db5)).

8. SA-XYZ verifiesHarry’s id. As SA-XYZ trustsSA-ABC andthe delegationcertificateis still valid, the requestis
approvedandsentto theaccessagentcontrollingthedatabase.If required,SA-XYZ, candoublecheckthedelegation
chainandaskSA-ABC for moreinformation.

9.3 Implementation Details

All theagentsareJava ServletsthatcommunicateusingHTTP. Theknowledgebaseis Prolog[36] andthereasoningis
carriedby ruleswritten in Prolog.We alsohavea Javaappletthatcanbeusedto generateSMOs.Thesecurityagentshavea
Jasper[37] interfaceto Prolog.

10 Future Work

For our implementation,wehadconcentratedonProlog.We arenow experimentingwith XML [28] basedlanguageslike
RDF [26, 27] andDAML [22, 24] for describingrights, delegationsandauthorizations,andXML signatures[29] instead
of X.509 certificates.We arealsoworking on otherissuesrelatedto DistributedTrustManagement.If an agentis ableto
accesscertainpublic policiesof the agentwhich is in charge of authorization,thenit will be in a betterpositionto fulfill
thoserequirements.This leadsto theproblemof dividing thepolicy into privateandpublicandthemakingthepublicpolicy
available. We arestill decidingwhetherthepolicy shouldbemadedownloadablethroughHTTP or sentto any agentsthat
requestit. Anotherpossibleimprovementwould be for a securityagentto returna list of rulesthat it usedto cometo the
decision,in casetheauthorizationprocessfails. Thisallowstherequesterto figureoutwhereits credentialsfailedandcorrect
thefaults.

11 Conclusion

Thecentralideaof thepaperis to usea systemof rightsanddelegationsalongwith certificatesto facilitatetrustmanage-
ment. The requestercanaccessa foreignresourceby providing it’s identity informationalongwith any delegationsit may
have to the securityagent of the domain. The securityagentusesits policiesto verify the identity anddelegationsof the
requester, grantinghim permissiononly if everythingis valid. We wereableto evaluateour infrastructureandrule based
languageby implementinga multi-agentscenario,EECOMS.We have describedour implementationfor distributedaccess
controlandtrustmanagementwhichwe believewill beveryusefulin thepervasivecomputingenvironment.
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